International Journal of Information Technology and Computer Engineering
Vol: 05, No. 02, July-Dec 2025
ISSN: 2455-5290, DOI: 10.55529/ijitc.52.47.58 a 47

ResearchPaper e

The evolution of database in navigating data driven cloud
technology

Emayi Hope Tama!*(, Divine Mark2(
*Department of Computing Science, Taraba State University, Jalingo-Nigeria.
2Department of Computer Science, Taraba State University, Jalingo-Nigeria.

Article Info

Article History:

Received: 12 July 2025
Revised: 24 September 2025
Accepted: 02 October 2025
Published: 22 November 2025

Keywords:

Big Data

Cloud Computing
Integrity

Distributed Systems
Database Management
System

Check for
updates

Corresponding Author:

Emayi Hope Tama

Department of computing science, Taraba state university, Jalingo-Nigeria.
Email: emayimaiwuya@gmail.com

(O.LI[1) buluaauibuzg 4a3ndwo?) puv Abojouydraj uonvuriofuf fo [puInof [pUCIIDUIIIU]

Journal homepage: https://journal. hmjournals.com/index.php/IJITC


https://journal.hmjournals.com/index.php/IJITC
https://orcid.org/0009-0003-2840-1260
https://orcid.org/0009-0004-0581-8722
https://crossmark.crossref.org/dialog?doi=10.55529/ijitc.52.47.58&domain=pdf

International Journal of Information Technology and Computer Engineering (IJITC) ISSN: 2455-5290 (748

1. INTRODUCTION

Traditional relational database management systems (RDBMS), which dominated the industry for
decades, have increasingly given way to more diverse and specialized data storage solutions designed to
address specific use cases. The period from 2019 to present has been particularly transformative, marked
by the maturation of cloud-native database technologies. The emergence of hybrid and multi-cloud systems
integrating with artificial intelligence aim to improve advance database management [1]. Organizations
generate raw data in large volume, these data due to their large number face significant challenges and
errors in processing. With the progress in new technology, Big Data and cloud computing has necessitated
a shift from conventional database models to a more scalable, adaptable systems matching new database
management principles. This paper investigates how database management transformation meet these
demands to improve future trends in database management system with the new age technological
systems. Big Data refers to a large datasets volume, velocity to manage, and analyze using data processing
tools techniques. This evolution represents not merely a technological shift but a fundamental rethinking
of how data is conceptualized, organized, and leveraged within modern enterprises [2].

Database management processes, cloud data is divided into batch processing and stream
processing. Large volumes of data are handled through batch processing, while grouped data are processed
in real-time [3]. Parallel processing techniques is used to speed up data analysis process in big data
management, frameworks enhance performance and reduce latency in data processing [4]. Integration of
cloud computing in Big Data requires includes different data types with tools and platforms for data
management [5]. Ensuring normalization of Big Data, it involve data cleaning, validation, and compliance
measures in providing clean results [6]. As data uploading keeps increasing, security of information is
necessary with encryption techniques in securing data [7]. For data management organization must be up
to date with security updates regularly [8]. Cloud computing performance optimization uses technologies
like Apache Spark and utilizes in-memory processing to speed up data access and computations. Whereas,
traditionally in-memory computing reduces latency by keeping data in RAM, increasing its processing time
[9]. Partitioning data involves breaking down large datasets into smaller units. Replication process allows
these techniques to improve performance [10]. Cloud platforms use load balance to allocate each request
across multiple instances, to prevent bottleneck to enhance application performance availability [11].

Cloud-computing improves database management in big data, this research discusses the impact
on database architecture, performance, cost, and deployment models evolution in big data with current
emerging technology. Cloud services provide on demand computing resources, such as servers, storage,
databases using cloud network allowing organizations to scale resources simultaneously. The services
provide routine database maintenance tasks such as backups, patching, and data scaling [12]. Database
platform for building and deploying applications include Microsoft Azure and SQL Database [5]. Cloud
Database management also provides scalability, and low cost-efficiency. However, challenges bridging
these systems are low data security, compliance, and latency. Providing a robust encryption method,
compliance with regulations, and optimization techniques will address these challenges [13]. As
organizations navigate this rapidly evolving landscape of new technology, complex decisions about how to
balance innovation with stability, performance with cost, and flexibility with security. The trajectory of
database technology development suggests continued diversification, with specialized solutions gaining
ground while traditional systems adapt to remain relevant [14].

Data governance and compliance considerations have also shaped database evolution. Traditional
Database faces Challenges that need considerations in database management, maintaining consistency
between local databases and new database systems can be challenging, coming with frequent updates and
synchronization requirements [15].

Managing Big data resources often have limited computational resources, which affect the
performance of local database transformation making resource management optimization crucial [16],
while new edge technology computing enhances security by processing data optimization with new
security update to enhance data safety. Relational database face challenges due to limitations in scalability
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and flexibility. This paper outlines characteristics of navigating into cloud driven database technology to
enhance the quantity of data generated and storage processes.

2. RELATED WORK

As information increase over the internet, cloud services are mandated with large volume of
information optimization which is analyzed using various cloud analytics tools [17]. With the advent of new
innovation technology data needs to be processed in real-time, tools like Apache Kafka and Apache Flink.
Enable streaming data processing in real-time analytics. With the emergence of growing technology,
industries such as finance and e-commerce, where real-time decision-making are made real-time data
processing is needed to meet current technology innovation [18]. Cloud computing in managing database
models services offer scalability, flexibility in database systems with their ability to handle workloads and
integrate seamlessly with other services [19]. Multi-cloud and hybrid cloud strategies are becoming
increasingly common within organization leveraging on multiple cloud services providers. However, this
paper considers the complexity evolution related to data integration and management considering
seamless data management between cloud services [20].

Artificial intelligence (AI) and machine learning (ML) have dive into database management
systems to enhanced capabilities and optimization analytics. Al-driven databases automate complex tasks
and improve efficiency by learning from historical data patterns [21]. Database systems, such as Oracle
uses artificial intelligence to automate routine task. A review in 2022 by IEEE Computer Society indicates
that autonomous databases increase potential to reduce operational complexity of data [22]. Security in
Cloud remains a critical concern in database systems. While cloud providers implement robust security
measures, organizations must adopt a best practice in data encryption, access control, and compliance with
regular updates [23]. Compliance with data privacy and regular updates will improve the security of
organizations data leveraging on new edge technology to provide data integrity [24]. Cloud services, such
as Amazon RDS, Google Cloud SQL, and Azure SQL Database handles routine database maintenance tasks
such as backups, patching, and scaling, allowing organizations to leverage on access control and
confidentiality [25]. The evolution of cloud services automatically scales resources based on workload and
demands by cloud service users, this auto-scaling feature ensures optimal performance and data
availability [26].

Evolution of Cloud Service Technology

[27] Describe performance metrics through automated testing that captured query execution of
data and resource utilization statistics. Their findings revealed significant performance variations across
data providers, with better performance ratios targeting specific workloads. [28] Employed a mixed-
methods approach combining quantitative performance analysis with qualitative assessment method.
Their research design featured on migrations of local database to cloud storage. The study revealed that
organizations frequently underestimated the complexity of schema transformations and data validation
procedures during migrations. Security considerations in multi-tenant cloud database environments were
investigated [29]. Their research methodology featured systematic security assessments of five major
Database-as-a-Service (DBaaS) offerings.

Database Architectures Operations

Time series database performance in cloud environments requires a comparative structured
analysis. Data collection utilized custom instrumentation frameworks that captured detailed timing
information [30]. The emergence of graph databases for handling interconnected data was investigated
[31]. Comprehensive performance on evaluation of graph database technologies in cloud environments
which include Neo4j, Amazon Neptune, JanusGraph, and ArangoDB. The researchers employed both
synthetic graph datasets generated using the LDBC Social Network benchmark and real time data from
social media networks, executing path-finding method, pattern-matching, and queries evaluation. Data
acquisition included detailed profiling of memory usage, CPU utilization, and storage 1/0 patterns during
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query execution. [32] Conducted pioneering research on machine learning techniques for autonomous
database operations in cloud environments. Their research design featured a supervised learning approach
using operational data from 50 production Postgre SQL databases running in AWS over six months.

Artificial Intelligence Integration and Cloud Technology

Artificial intelligence driven query optimization for cloud databases through a novel reinforcement
learning approach. The researchers design featured a system that learned optimal query execution
strategies through repeated execution and feedback. Using SQL queries of varying complexity of data
improving its optimization and performance [33]. Also [34] evaluated synchronization methodologies for
maintaining consistency between edge databases in cloud data service featuring with edge nodes
experiencing various connectivity patterns to simulate real time data processing services, network
analysis, and application-level consistency measurements [35].

Conducted comparative analysis of server less database architectures under different data services
over cloud network. [36] Considered evaluating data under its basic requirement the researcher employed
both direct power measurements of hardware tools and cloud service metrics. Examining from power
consumption across all networks, their execution times using location-specific emissions factors. Data
governance challenges in multi-cloud database environments were examined [37]. Implemented a data
governance framework across hybrid and large cloud database systems. Integrating document analysis,
stakeholder interviews, and direct observation of governance procedures. Their findings describe
significant variations in governance data services, integrating a cloud database system will improve these
services significantly [38].

Emphasize on encryption of cloud database systems through implementation and evaluation of
post-quantum cryptographic algorithms. Data management includes timing of encryption and decryption
operations, transaction with various security service configurations. [39] Examined large database
architectures that maintain data integrity, developing a prototype system which investigate queries across
database cloud services using synthetic datasets and anonymized data. [40] Investigated time-series
database evolution for IoT applications in edge-cloud environments. In a cloud computing environment,
from edge devices across cloud services, using synthetic time series data and real time data, with
performance evaluated across throughput, query latency, and data compression efficiency. [41] Developed
and evaluated adaptive indexing strategies for cloud-native databases.

Large Database Integration and Cloud Technology

Large language models into database operations and advancing autonomous database capabilities
[42] researched on natural language interfaces for cloud database systems through integration of large
language models with database query processors describe how this data are transmitted from several
queries of analysis to a structured database system. [43] Translated the description of an automated
database systems from various source.

Table 1. Large Database Model

Model
Type Database Use Function Example Integration Benefits
Encoded Text classification and BERT, RoBERTa, Database embedding for data
Data Retrieval use ModernBERT retrieval in augmented systems
Enhanced with knowledge data
Text Generation dialog, GPT-4, LLaMA-3, DeepSeek . . g
Decoded ] L retrieval techniques such as
structural creative writing | LLM, OpenAI-01, CloudAl RAG
Encoded- Machine tra.msl.ation, TS, BART, Mbart, DeltaLM Integration with S'Fructural .data
Decoded summarization KNs and Semantic reasoning
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The integration of cloud data computing categorically is based on the model type and cloud
database function it describes the model type, database use showing the function of the model, types of
tools used, and the database integration benefits as shown in Table 1 above.

Advantages of Database Cloud Driven Technology

Data been processed locally increases the time required for data transfer from one server to
another which makes the processing time longer in real-time applications [44]. The amount of data sent to
a centralized servers is improved by the bandwidth, thereby reducing costs, and improving reliability on
local data processing. These databases handle data generated by local sensors or applications, enabling
real-time data processing and analytics with new technologies [45]. This system provides applications
required in automobile database management converting from local database processing method to digital
method [46]. Data are been synchronized over time to keep information updated over the cloud to ensure
consistency in information [45].

Real-time data processing allows financial and economic institutions manage information over the
cloud [26]. Reviewing local database helps to reduce unwanted information before converting data into the
cloud, this process improves the efficiency of cloud database systems [47]. Enhancing data security and
privacy can improve data integrity during processing and transmission time [48]. Staying updated with
database requirements help to improve data optimization and confidentiality over time in managing high
volume of data [49].

3. METHODOLOGY

This paper uses the qualitative and quantitative method of data collection in this research and
employs the primary method of collecting data where several reviews are done to get insights on database
management systems, its evolution to current technology and integration to meet current technologies
using the mixed-methods approach.

Database Architecture

Cloud services demands scalable, distributed database capable of handling large volumes of data
across multiple systems. Integration with current technologies. The process of storing massive datasets
efficiently requires new storage solutions with better improvement in managing distributed file systems
[50].

Data Batch
——®  Storage |—»| processing | |
Data Analytical Analytics
Sources —» and
Data R
Storage eports
Real time
Stream
Ly Data

—»| Processing

Ingestion

Figure 1. Describes the Database Architecture Diagram
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The database architecture shows the process of a databases scale horizontally from the data source
to storage location in real-time, it's processing time analysis and feedback reports as shown in Figure 1.

Feasibility Study
L

.

Problem Analysis

I

Concept Generation

No
Design Database schema
Data selection process
A 4
Model Design principle
|
No

Test run model

Yes

Validate analyzed Data

A

Stop

Figure 2. Shows the Database Process Model Design

Model Design Process

The process of database management system requires an improved process for execution which
describes has data are managed from small to large volume of data with the improved model design stating
how data are reviewed, problem analysis of database systems and a design scheme representation of how
data in the database are selected, test run and validated over cloud services as shown in Figure 2 above.

Data Collection
Data is collected for this research using the primary and secondary method of data collection were
several journal papers and text books were reviewed and inputs from samples of database service users.

Surveys and Questionnaires
The surveys for this paper is distributed to IT professionals, database administrators, and data
scientists across two technology hubs. Focusing on their use of database systems and merging with the
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evolution in new technologies. After which a sample of 100 respondents participated in the survey,
providing a broad range of perspectives on current practices and future directions in database
management, in their daily use and development in using cloud services. The survey design included
multiple open-ended questions focusing on trends in database technology, challenges faced, and opinions
by the users on emerging technologies.

4. RESULTS AND DISCUSSION

The Data Analysis Software used in this solution is the R programming software, it is use to analyze
collected data from surveys and interviews. Involving various database management systems considering
the evolution and. Evaluation of data in performance metrics to response time, scalability, and response to
integration process.

4.1 Experimental Setup

The procedure for this experiment is to test the metrics based on time and space complexity in the
database management for cloud services ranging from web server performance metrics evaluation, the
application server performance, its network configuration metrics and client side performance this
evaluation setup will help to align in accordance the trench in database processing and integration
including encryption, access control mechanism and compliance with data protection mechanism.

Table 2. Resource Performance metric for Cloud Database integration

Web Server
Performance Metrics

Application Server
Performance Metrics

Network
Configuration Metrics

Client-Side

Performance Metrics

i. TCP Connection

i. TCP connection

i. Disk time i. Connection time
Established time
ii. TCP segments per ii. HTML Resource
ii. Cach Hit Ratio ii. Memory usage & P .
seconds load time
. iii. Transaction iii. TCP connection iii. CSS files loaded
iii. Request Queuing .
suspended reset per time

iv. Transactions per
second

iv. Connection
waiting time

iv. TCP connection
failures

iv. Images loaded
time

v. Byte sent as per

v. Total memory

v. JavaScript files

seconds space loaded time
, , vi. Rolled back vi. HTTP Response
vi. Memory usage seizes .
transaction status

vii. Error 404 (Not
found) Byte

vii. Total threads

vii. HTTP Response
time

viii. Active transactions

ix. Timeouts

The cloud database integration depends on the web server performance and application server

metrics, with the network configuration type for cloud services and its client-side performance metrics
showing how this database evolution is transcribed as shown in Table 2.

4.2 Results

The results show the achievement of the model design to the developed cloud driven database
technologies, the illustration below shows the evolution of Database in navigating Data Driven Cloud
Technology approach systems
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CLOUD MODEL EVOLUTION
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Figure 3. Cloud Driven Database Evolution

The model provides a framework for understanding how database technologies have evolved to
meet the challenges of data-driven cloud computing technologies, incorporating technological,
organizational, and environmental factors that shape this evolution in improving the strategies with better
performance of data associated with cloud services as shown in Figure 3.

4.3 Data Validation

Validation of data is done considering reports of information gathered from various surveys,
reviews and programming integration process. This data were validated to meet the desired result for this
paper, this is to ensure that information are consistent and accurate to deliver good results after testing
process.

4.4 Limitations

Considering the inputs from other researchers to the study on database management system
evolution the paper is limited to findings from information from two information communication hub,
among them were data scientists and analyst. This paper evaluates previous studies to database
management in cloud computing to integrate it with big data and new age technology to improve the
evolution of cloud database management.
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5. CONCLUSION

In conclusion, database management system is a key criteria in this technology world, security of
data or information has become a daily concern to internet users and data analyst. Concerns on weak
protection methods, data transfer mode, and confidentiality are prone to non-security of information
online. The evolution of database management is characterized through innovations and adaptation in
response to the growing new age technology. This paper evaluates the significance to the driving challenges
faced by internet users and organizations in data management considering the evolution of thus data over
cloud provided services and developing a roadmap architectural guide to data protection mechanism to
data users in the era of Big data and cloud computing.
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