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1. INTRODUCTION

The rapid expansion of the Internet of Things (IoT) has changed the way objects communicate and
interact, resulting in the development of intelligent, networked environments that support anything from

Journal homepage: https://journal. hmjournals.com/index.php/IJITC


https://journal.hmjournals.com/index.php/IJITC
mailto:yimaimunatu.pg@atbu.edu.ng
https://orcid.org/0000-0002-9475-1264
https://orcid.org/0000-0002-7267-2426
https://orcid.org/0000-0002-9475-1264
https://crossmark.crossref.org/dialog?doi=10.55529/ijitc.61.20.32&domain=pdf

International Journal of Information Technology and Computer Engineering (IJITC) ISSN: 2455-5290 (21

financial services to smart homes. loT-based payment solutions, in particular, are becoming widely
accepted because to their potential to facilitate seamless, immediate transactions over unified devices [1].

However, this incorporation also presents thoughtful security alarms. IoT devices usually work
with restricted computing resources, absence of vigorous security mechanisms, and are frequently
employed in unsafe environments, making them susceptible to cyber threats such as data interception,
spoong, and unauthorized access. Conventional security architectures developed around centralized
control systems are progressively insucient in tackling these vulnerabilities. Centralized systems undergo
single points of failure, controlled scalability, and inadequate transparency, which expose IoT payment
networks to systemic threats. These restrictions require state-of-the-art methods that o er distributed
control, immutable record-keeping, and secure peer-to-peer contact through resource constrained devices
[2].

Blockchain technology has emerged as a transformative way out with the prospective to boost the
security of IoT-based payment systems. Its main features comprising decentralization, cryptographic
hashing, and consensus mechanism which ore means for securing transactions and upholding trust without
centralized mediators. Additionally, payment transactions can be virtually executed because of smart
contracts, which guarantee transparency while minimizing operational costs and cyber-attacks risks [3].
Regardless of these advantages, it is still difficult to incorporate blockchain technology with IoT.
Instantaneous execution in payment systems is troubled by hurdles such elevated energy and processing
needs, delay problems, and constrained interoperability with lightweight IoT protocols [1], [2]. Discovering
improved blockchain technologies that are compatible with IoT systems' limitations is therefore very
important. This paper looks at the security potential of blockchain technology in IoT-based payment
systems. The paper analyzes the security areas where blockchain can emerge as a solution, such as
resilience against endeavours to disrupt through hacking, keeping data private, ensuring that the data is
secure and accurate, and issuing permissions. The result is to offer insight on the growth of additional
secure, scalable, and efficient digital payment bases created for the growth of IoT ecosystem [2].

IoT device incorporation into digital banking and payment systems has brought about substantial
security weaknesses in addition to different levels of proficiency and connectivity. These restrictions stem
from the IoT technology limitations which includes among others insecure communication methods, low
processing capability and poor encryption. The resulting problems of such weak points are loss of funds,
identity theft and user trust being eroded in the case of financial transactions where the safety of
transactions and data integrity are very important [2]. Centralized security models have thus shown to be
insufficient for the dispersed and extended nature of [oT systems due to their centralized vulnerabilities
and ineffectiveness in the face of distributed attacks [1]. A scalable, secure, and transparent way of
transaction management and authentication is more important than ever, as digital financial services are
becoming more and more reliant on connected devices.

Blockchain technology is seen as the eco-friendly way out due to its distributed structure,
cryptographic authentication, and non-repudiation of transactions in the form of ledgers. However, its
widespread application in [oT payment systems would still be restrained by the high computational
requirements, latency problems, and energy consumption that clash with the lightweight and resource-
limited IoT devices' design [2], [3]. Although prior research has emphasized blockchain’s theoretical
advantages, empirical evaluations specifically addressing its capacity to resolve IoT-related security
threats in the payment domain are scarce. This study seeks to examine the degree to which security
capabilities of blockchain can provide a real-world and efficient security framework for loT-based payment
systems, especially in ensuring privacy, data integrity, and resilience under controlled conditions. The
results will add to the current discourse on making protected, scalable digital financial environment.

2. RELATED WORK

Table 1. Table of Related Empirical Studies on Iot and Blockchain
Methodology/
Algorithm Used

References Research Area Findings Future Scope

Journal homepage: https://journal. hmjournals.com/index.php/IJITC


https://journal.hmjournals.com/index.php/IJITC

International Journal of Information Technology and Computer Engineering (IJITC)

ISSN: 2455-5290 (22

[5]

[oT Security Threat
Mapping

Systematic textual
analysis

Mitigates spoofing,
tampering, and

Large-scale Explore
. & o Blockchain mediates longitudinal
Digital Payment quantitative . .
[4] trust, reduces risk, impacts of
Trust survey (540 . .
enhances usability blockchain trust
respondents) )
over time
Apply threat-

mapping model
in real-time

availability threats .
scenarios
Comparative and )
. . Blockchain enhances Development of
Blockchain analytical . ) . . .
) . ) security, data integrity, lightweight and
integration in synthesis of .
[6] o trust, and energy-efficient
embedded IoT existing . ]
. decentralization in blockchain
systems blockchain-1oT )
i embedded IoT systems architectures
solutions
Deploy and test
Prototype Enhanced auditability, p y
, ) in live IoT
[7] Edge-1oT Payments evaluation of latency suitable for real- payment
. . y
EdgeChain time apps
& bp networks
. Improved scalabilit
Permissioned p d reduced Y S td ,
and reduce upport dynamic
Blockchain-Based blockchain with a ) pp y
[8] transaction latency trust
[oT System delegated trust o
compared to traditional management
model ,
blockchain approaches
Blockchain- Blockchain-based Significant scalability
. L , Advanced
enabled distributed distributed improvements and
[9] . ) ) consensus
learning for learning Enhanced data security, )
] mechanisms
consumer loT framework trust, and privacy
Adapt to
High throughput,
Secure Event Blockchain-backed & i 1P financial
[10] ) . . tamper resistance for .
Logging logging evaluation transaction
payment logs .
auditing
Blockchain
e Simulation-based Rise in latency, energy Lightweight
scalability in low- ) . g
[11] experimental consumption, and blockchain
powered IoT i ) )
evaluation network congestion architectures
sensor networks
DPoS + IPFS Deploy for ultra-
[oT Data . <0.976 ms latency and ploy )
[12] blockchain ) fast [oT micro-
Management high throughput
framework payments
Improve pairing
Limited to micro-
IoT-based Payment Bluetooth and methods and
[13] , payments; Bluetooth
via Smartphone smartphone relay , wearable tech
security weak . .
integration
Lightweight Apply to
. & & Improved throughput, PP y
[14] Industrial [oT Layered reduced brocessin security-
Blockchain Blockchain 8 & sensitive factory
overhead .
Framework (LLBF) settings
Multi-layer Deploy for
. Y Reduced latency to ) ploy
Scalable IoT permissioned national-scale
[15] ) 1.21s (0.025s cached),
Payments blockchain + IPFS ) ) [oT payment
. high responsiveness
+ Bloom filters ecosystems

Journal homepage: https://journal. hmjournals.com/index.php/IJITC



https://journal.hmjournals.com/index.php/IJITC

International Journal of Information Technology and Computer Engineering (IJITC)

ISSN: 2455-5290 (23

Conditional
. Traceable yet revocable Implement
[16] Anonymous anonymity anonymity in lawful private
wful priv.
Payments blockchain y ty p
transactions payment systems
protocol
. Investigate
Monitors settlement,
. . Case study of 4 . consumer
Blockchain Use in . remittance, smart . .
[17] o blockchain . confidentiality in
Korea's FinTech o contracts; lacks privacy .
applications consortium
focus
systems
Apply model to
Security Enhances breach pp.y
, ) , national-level
Banking architecture model prevention through i ,
[18] . . ) . financial
Cybersecurity with blockchain + continuous :
o cybersecurity
zero trust authentication
systems
Blockchain + Improved trust, Deplov across
Cloud-based E- Smart Contracts reduced tampering and P y ,
[19] . . . . . large financial
Banking Security (empirical insider fraud in e- o
, ) institutions
evaluation) banking
Hybrid
}_’ ) . Expand into
, permissioned High throughput, low
CBDC + Blockchain i . cross-border
[20] blockchain + CBDC latency, secure digital
Payments payment
(performance currency settlements
) networks
benchmarking)
Comparative .
. . . . Improved Integrate into
[oT Transaction simulations with ! . .
[21] confidentiality and commercial [oT
Protocols proxy re- .
: attack resilience payment systems
encryption

Table 1 Studies have shown that IoT security in IoT systems may be enhanced more successfully
by leveraging blockchain technology. These tasks may be performed using blockchain technology, enabling
IoT systems to track a large number of networked and linked devices. Blockchain enables [oT systems to
conduct dealings with coordinated gadgets. Blockchain can improve the resilience, security, and
dependability of [oT systems [22]. As illustrated in Figure 1, blockchain uses the distributed ledger to speed

up peer-to-peer connections.
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The [oT data flow technique differs from utilizing just the [oT system when employing blockchain
technology. The sources of data flow in the IoT with blockchain include the sensor, network, router,
internet, distributed blockchain, and user. In this case, the distributed ledger is impenetrable and guards
against incorrect data interpretation or authentication. Blockchain makes it more difficult to eliminate
single thread communication (STC) in the IoT, which lowers system confidence. Blockchain use in IoT will
improve the security, scalability and reliability of data flow [16], [22].

Security Challenges in loT-based Payment Systems

loT Devices

Data Interception /Identity Spoofing Weak Encryption

/

Unauthorized Access Centralized Failure

Figure 2. Security Challenges in loT-based Payment Systems

Figure 2 displays the main security issues which IoT-based payment systems faces. These
challenges are as a result of single point-point network topologies, fragile encryption measures, and
controlled device size as illustrated in the Figure 2, the challenges like identity spoofing, data breach, and
denial-of-service (DoS) attacks can reveal transaction consistency and user trust. This reinforces the idea
that in order to reduce financial risks and improve transparency, distributed, robust solutions like
blockchain are essential.

Proposed Blockchain-Enhanced loT Payment Framework

10T Devices Blockchain Ledger Banks / Fintech
(Sensors, Apps, ATMs) (Consenus, Encryption, " Platforms
Smart Contracts)

End Users

Figure 3. Proposed Blockchain-Enhanced loT Payment Framework

The proposed blockchain-enhanced [oT payment framework is revealed by Figure 3. The
framework comprises a decentralized blockchain ledger, protected by smart contracts and consensus
methods, alongside IoT devices. This ensures decentralization, immutability, and auditability, thus
mitigating the drawbacks of centralization. Moreover, improved traceability and fraud prevention are
benefits to banks and fintech companies. Consequently, the framework proposes a reliable way for
increasing loT-driven financial services while protecting user information.
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3. METHODOLOGY

This study adopts a descriptive survey which aligns with the research objective to evaluate user
perception of blockchain in banking.

Commercials bank clients in Bauchi State metropolitan is the population of the study, the
respondents are the banks customers from academic environments (Tertiary Institutions) and the goal of
the study was to determine if Nigerian banking and fintech businesses will require a secure digital payment
system. The entire commercial banks clients in Bauchi metropolitan made up the population of the study.

The Bauchi metropolitan area is home to 46 commercial banks, according to the Bauchi State
Inland Revenue. There are 135million active bank accounts in Nigeria NIBSS (2023), whereas there is
population of 670,280 in Bauchi metropolitan area (World Population Review, 2023). In light of that, the
approximate percentage of the active account in Bauchi metropolitan area is 20,141 (135,000,000/670,280
x 100). Krejcie and Morgan 1970 Table for calculating sample size from a given population says a
population of 20,000 people should have a sample size of 377 samples; as a result, the study's sample size
is 377 respondents. The study employed cluster sampling to classify respondents, then within each cluster,
purposive sampling was employed to pick respondents with expert knowledge.

Data was collected using questionnaire from 404 respondents who are from academic
environment because of their knowledge of blockchain technology. Two sections made up the
questionnaire, which was adapted from Khalilzadeh (2017): While Section B evaluated the security
potential of blockchain technology in augmenting IoT-based payment systems, Section A collected
demographic data. Responses were measured using a five-point Likert scale ranging from strongly disagree
to strongly agree.

Given that the research methodology used for this study is a descriptive survey, the questionnaires
that were gathered were split into two portions, A and B. Simple frequency and percentage was used to
analyse the respondents' demographic data in Section A, and the software application's simple frequency
and mean were used to analyse the data in Section B. The statistical package of social sciences research, or
SPSS version 29, is a software program used for social science research methods. It is the tool that was
utilized for data analysis in this study.

4. RESULTS AND DISCUSSION

The research was carried out on the specialized set of customers from commercial banks in Bauchi
metropolitan area. A questionnaire survey instrument was shared and retrieved from the sample of 404
respondents across the Bauchi metropolitan area. After the data collection, the questionnaires were
uploaded into SPSS software for analysis. This response rate is considered adequate for the study based on
Krejci and Morgan (1970). The data was collected using google form, while the data was analysed using
IBM-SPSS software version 29. The data was uploaded into SPSS application software, where the coded
data were cleaned to check for errors and wrong entries. The data screening was done primarily in order
to improve the quality of the data.

4.1. Demographic Variables

The research instrument has three demographic variables which are age range, digital banking
usage, and digital banking frequent use. Table 2 show the detail result of the demographic variables
obtained showing frequencies and percentages of each.

Table 2. Respondents Information

Demographics Category Frequency Percentage
18-28yrs 229 56.7%
Age range 29-39yrs 128 31.7%
40-50yrs 36 8.9%
Above 50 11 2.7%
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Total 404 100%

Less than 1yr 31 7.6%
1-3yrs 82 20.3%

Digital Banking U

1gital Banking Usage Over 3yrs 291 72.0%

Total 404 100%
Every day 284 70.3%

0 twi k 87 21.59
Digital Banking Service Frequent Use nee orR;/\;Lcl;a wee 33 8.20/§0
Total 404 100%

Based on the result as shown in Table 2, 229 of the respondents fall between the age range of 18
and 28 years with 56.7% which is the highest and stands at, those between 29 and 39 years have a
frequency of 128 with 31.7%; followed by those who fall between the range of 40 and 50 years with a
frequency of 36 and a percentage of 8.9%; while those above 50 years were the least, representing 2.7%
and with a frequency of 11. Analysing the result based on digital banking usage, those with less than a year
of usage have a frequency of 31 and a percentage of 7.6%; those with 1-3 years have a frequency of 82 and
a 20.3% and those with over 3 years have the highest frequency of 291 and a 72.0%. Regarding the question
on the duration of frequent digital banking use, 284 respondents use digital banking every day, with a
percentage of 70.3%, which is the highest, followed by those who use digital banking once or twice a week
with a frequency of 87 and a percentage of 21.5, and lastly, those who rarely use digital banking have a
frequency of 33 and a percentage of 8.2%. In light of the above, the result seems to show that those between
the ages of 29 and 39 engage in one form of digital banking or another. It also shows that the respondents
have been using digital banking for 1 to 3 years, and their frequent use is at least one a day. This research
emphasises how digital banking is becoming more and more common, especially among younger users and
those who have been using it for a while. It also implies that a lesser percentage of users use it less regularly,
with the bulk of users indicating that daily usage is usual.

4.2. Descriptive Statistics of the Items

The Table 3 displays the detailed descriptive statistics of each item based on the responses
obtained. The items were assessed using the 5-point Likert scale, which ranges from low to high and
represents the degree of performance. There are five ranges on this scale: 1.00-1.80 for strongly disagree,
1.81-2.60 for disagree, 2.61-3.40 for undecided, 3.41-4.20 for agree and 4.21-5 for strongly agree.

Table 3. Scoring Range of Likert Scale of the Survey

Scale Value Range
Strongly Disagree 1 1.00 - 1.80
Disagree 2 1.81-2.60
Undecided 3 2.61-3.40
Agree 4 3.41-4.20
Strongly Agree 5 4.21-5.00

Table 4. Security Capabilities of Blockchain on the Performance of the Existing Payment System
S/n Questionnaire Items SD(1) | D(2) | U@3) | A(4) | SA(5) | Mean | StD
I would feel totally safe providing

1 sensitive information about myself 23 28 89 169 95 371 | 101
when using a blockchain-based 57% | 6.9% | 22.0% | 41.8% | 23.5% | '
digital banking payment system.
[ believe that blockchain-based
25 13 37 185 144
2 digital banking payment offer 4.01 | 0.78

6.2% | 3.2% | 9.2% | 45.8% | 35.6%

significant advantages over
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traditional banking payment
systems.
Blockchain-based digital banking 23 84 106 146 45
3 payment systems does not cause 3.26 | 1.20
: o 5.7% | 20.8% | 26.2% | 36.1% | 11.1%
financial risk.
[ am likely to recommend a
4 blockchain-based digital banking 22 25 58 203 96 381 | 114
platform to others based on its 54% | 6.2% | 14.4% | 50.2% | 23.8% | '
security features and benefits.
Blockchain-based digital banking
- payment sk})f.s;e.m has sufficient ’ 17 29 74 186 98
s.ecurlty c‘:apa ilities to ensu1je. user’s 42% | 72% | 183% | 46.0% | 24.3% 3.79 | 1.04
information cannot be modified by
hackers.
Blockchain-based (-11g1tal banking 16 14 65 219 90
6 | payment systems abl.des by personal 40% | 35% | 16.1% | 54.2% | 22.3% 3.87 | 1.18
data protection law.
Blockchain technology will provide
7 a safe digital banking payment 11 8 45 228 112 404 | 076
system for banks and fintech 27% | 2.0% | 11.1% | 58.4% | 27.7% | '
industries.
3 | complete mancn sansacton | L | 14| 45 | 208 | 130 | oo
P ecurity 2.7% | 3.5% | 11.1% | 50.5% | 32.2% | '
Financial transaction traceability
9 issues and security flaws will be 15 20 59 203 107 391 | 0.88
addressed with the help of 3.7% | 5.0% | 14.6% | 50.2% | 26.5% | '
blockchain technology.
Blockchain technology will make it
o | fomeramemtnton | i | | s | | |
pencenty, W _ 32% | 59% | 13.4% | 45.5% | 31.9% | '
authority by doing away with
intermediaries.
Overall Mean Score 3.84 | 0.96

Table 4 shows how the security aspects of blockchain technology affect how the current [oT-based
payment system operates. According to the respondents’ responses, item 8, which claims that blockchain
technology would ensure end-to-end security for financial operations, has the greatest mean (4.06) and
standard deviation (0.72). Item 7, which claims that blockchain technology will provide a safe digital
banking payment system for banks and fintech industries, came in second, with a 4.04 mean and a standard
deviation of 0.76.

Item 2 (I believe that blockchain-based digital banking payment offer significant advantages over
traditional banking payment systems) and item 10 (which claims blockchain technology will make it
possible for systems to function independently, without a central authority by doing away with) have mean
scores of 4.01 and 3.97, and a standard deviation of 0.78 and 0.92 respectively. Item 9 claimed that
Blockchain technology will assist in addressing security vulnerabilities and traceability problems in
financial transactions has a mean score of 3.91 and a standard deviation of 0.88.

Additionally, item 6 (which has a mean score of 3.87 and a standard deviation of 1.18) said that
Blockchain-based digital banking payment systems abides by personal data protection law. Item 4 (which
has a mean score of 3.81and a standard deviation of 1.14) stated that I am likely to recommend a
blockchain-based digital banking platform to others based on its security features and benefits. Item 5,
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which claimed that Blockchain-based digital banking payment system has sufficient security capabilities to
ensure user’s information cannot be modified by hackers, gets a mean score of 3.79 and a standard
deviation of 1.04.

The lowest mean score goes to Item 3 with 3.26 and the highest standard deviation of 1.20 stated
that Blockchain-based digital banking payment systems does not cause financial risk. Followed by Item 1,
which stated that (I would feel totally safe providing sensitive information about myself when using a
blockchain-based digital banking payment system) with the mean score of 3.71 and a standard deviation
of 1.01. Essentially, the range of 3.41 to 4.20 denotes "agree,” according to the criterion mentioned above.
Consequently, the findings demonstrate that most respondents agreed with the purpose as stated in the
table, with an overall mean score of 3.84 and average standard of deviation of 0.96.

It is imperative to note that the purpose of the questionnaire was to investigate how blockchain
technology's security capabilities affected the functioning of the existing [oT system, which this research
aims to enhance by developing a blockchain-based digital banking payment system. According to published
research, blockchain technology has certain advantages such immutability, which makes data entered into
the ledger unchangeable, and it makes asset monitoring and transaction recording easier. Transparency
(making changes to blockchains available to all entities for analysis and access), reliability (reducing the
risk of a single point of failure and boosting resistance against attacks), and integrity (transactions to be
carried out precisely as instructed by the protocol) are three more blockchain technology capabilities that
can enhance the existing loT-based system. It could be likely to increase all of these features in transactions,
which would enhance safety and save a lot of money [23].

The main advantage of blockchain technology is that it would eradicate intermediaries, aside its
numerous other advantages. Consequently, the existing IoT-based system will no longer need a middleman
thanks to the proposed study methodology. Furthermore, the survey's results indicate that, in comparison
to the present loT-based framework, the payment system's security will be enhanced by blockchain
technology. In a similar vein, blockchain encourages transparency by letting users track and view past
network transactions. As such, it can be trusted to identify the source of any data leaks and apply urgent
remedies. Similarly, [oT use is expanding, but there are worries about security, privacy, safety, and
scalability. Blockchain was first developed to manage cryptocurrencies, but it has been used with IoT to
enhance it because to its decentralized structure and enhanced safety, integrity, security, and privacy.
Because blockchain's "security by design" feature can assist address significant security challenges in [oT-
based systems, a blockchain-based digital banking payment system is required [24]. Lastly, the outcomes
of the study's main aim will be used as a contribution to develop a blockchain-based digital banking
payment system, with blockchain technology being the first criterion.

4.3. Discussion

After the conclusion of the descriptive statistics analysis for the questionnaire items, the research
objective was achieved. The study highlights the strong security properties of blockchain technology and
how it may enhance loT-based payment systems. Respondents generally agreed that blockchain enhances
digital banking security through immutability, decentralization, and cryptographic security, with an overall
mean score of 3.84 and a standard deviation of 0.96. These features assisted in minimizing security threats
like scam, illegal access, and data modification. The findings agree with previous studies, such as [25], which
indicated that blockchain technology enhances the security of electronic payments, the transparency of
transactions, and the effectiveness of payments. The participants in the survey pointed out that one of the
major advantages of blockchain technology is the end-to-end security it can provide for financial
transactions. They also emphasized its potential to revolutionize financial services by removing middlemen
and thereby lowering costs (the average score was 4.06).

Moreover, the present research also indicates that it could be the case for digital financial
transactions that blockchain is the factor of the increased transparency and trust. With the use of
distributed ledger technology and consensus mechanisms, blockchain guarantees secure and unchangeable
transaction records, which in turn allows immediate evaluations and leads to a decrease in fraudulent
activities. This concurs with [24], which illustrated how blockchain is an important factor in building trust
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and credibility in online banking. Respondents acknowledged that blockchain’s security mechanisms
significantly improve transparency and credibility within financial transactions, making it a valuable
addition to existing payment systems.

4.4. Summary of Findings

The security, speed, and transparency of digital banking payment systems are significantly
enhanced by the use of blockchain as shown in this study. According to the mean score of 3.84 from the
descriptive statistics, the respondents are of the opinion that blockchain’s security features, such as
cryptographic hashing, and decentralization, would have an enormous positive impact on the working of
the IoT-based payment systems. These results are in agreement with a prior study by [25] that shows how
blockchain has a significant effect on electronic payment systems, enhancing the availability of financial
services by improving security and payment speed and minimizing the need for intermediary.

5. CONCLUSION

This study examined how blockchain technology could strengthen the security of [oT-based digital
payment systems. The study asserts that blockchain's decentralization, immutability, and end-to-end
encryption tackle major weaknesses in the existing centralized payment systems. The people who
answered the survey were in general agreement about the improvement of transaction visibility, data
integrity, privacy, and trust by blockchain, especially, the ones with IT and blockchain expertise. Also,
Blockchain enhances the digital finance climate in terms of both scalability and operational efficiency by
removing middlemen and allowing secure peer-to-peer communication. To put it differently, the adoption
of blockchain technology in the [oT-centric financial sector is not only necessary but also very feasible if we
are to have robust and secure payment systems.
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