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Abstract: The fifth generation (5G) cellular wireless communication paradigm is expected to 

encompass many new technologies, including device-to-device (D2D) wireless communication. 

In D2D communication, two user devices can communicate directly, without the involvement 

of a network. Such communication has several advantages, including improved spectral 

efficiency and user experience. However, for such communication to be an integral part of the 

5G network, efficient network management is essential. This paper presents a network 

management model for D2D communication in 5G networks. The proposed model comprises 

two parts: the D2D link management (DLM) and the resource management (RM). DLM is 

responsible for D2D link establishment, monitoring, and optimization. RM is responsible for 

the allocation of resources among multiple users and services. The model is based on a 

distributed architecture, with the base station acting as a resource management node. The 

system performance of the proposed model is evaluated through extensive simulation. The 

simulation results show that the proposed model can effectively manage D2D links and 

resources in 5G networks. 
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1. INTRODUCTION 

 

The fifth generation of cellular technology, 5G, is ushering in the next wave of digital revolution, 

enabling the full potential of IoT, AR/VR, and AI to be realized. One of the most important and 
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supporting aspects of this transformation is device-to-device (D2D) communication [1]. D2D 

communication is a type of communication that occurs between electronic devices and allows 

data, service, or content to be shared without using traditional infrastructure networks such as the 

Internet or mobile network. This type of communication has many advantages. For example, it 

has lower latency, higher bandwidth, higher device density, and better energy efficiency 

compared to other communication technologies [2]. In 5G networks, D2D communication is 

used to improve network efficiency and provide better quality of service. This is achieved by 

reducing the burden on cellular infrastructure and allowing more direct communication between 

users or devices [3]. For example, data sharing can be facilitated without using the backbone of 

the network. This is especially useful in applications such as cellular automotive applications or 

augmented reality/virtual reality applications, which have large bandwidth needs.  The D2D 

communication can increase spectrum efficiency and reduce signal interference by 

communicating directly between nearby devices or between users [4]. This improves signal 

coverage and reduces interference, which ultimately helps to reduce user costs and increase user 

satisfaction.  The D2D communication is an important part of 5G networks and has the potential 

to revolutionize the way we use cellular networks. It offers users faster data sharing capabilities, 

reduced cost, improved spectrum efficiency, and improved network performance. This 

technology will be essential to the realization of the full potential of 5G networks. Device-to-

Device (D2D) communication is a key technology in next-generation 5G cellular networks [5]. 

5G networks will enable enhanced services such as ultra-reliable low-latency communications 

(URLLC), massive machine-type communications (mMTC), and enhanced mobile broadband 

(eMBB) services. D2D communication provides a direct link between two or more devices 

allowing them to directly exchange services and programs. D2D communication offers various 

benefits to 5G networks which include increased reliability, improved spectral efficiency, 

reduced latency, improved power efficiency and improved security [6]. D2D communication can 

be used by users to directly share data between themselves, making it a more efficient 

connection. By facilitating direct communication between devices, D2D technology can reduce 

the reliance on the cloud and middleware components, significantly improving the latency, 

reliability and scalability of the network. D2D communication has a wide range of applications 

[7]. The construction diagram has shown in the following fig.1 

 

Fig 1: Construction diagram 
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It can be used to offload data and applications from cellular networks using direct links, thereby 

avoiding network congestion. In addition, it can be used to set up private networks for machines 

or devices, as well as providing tactical support for emergency services and public safety teams. 

With D2D communication, users can have direct exchange of data without using the cellular 

base station, allowing them to save time and minimize network [8]. For D2D communication to 

be successful, multiple technologies are needed. These include radio access network and protocol 

stack architectures as well as self-organizing network functionalities, such as device discovery 

and connection management. Multi-radio access technologies such as LTE-V2X are also 

necessary in order to support direct device-to-device communication [9]. Additionally, antenna 

technologies, such as massive multiple-input multiple-output (MIMO) are needed to maximize 

the network capacity. The 5G networks will rely heavily on D2D communication technologies to 

provide enhanced services for users as well as improved scalability, latency, and security. By 

leveraging existing technologies and introducing new ones, D2D communication will 

revolutionize the way 5G networks are designed and operated, bringing about a new era in digital 

communication [10]. The main contribution of the research has the following 

 

 Improved capacity and user experience: D2D communication in 5G networks allows devices 

to communicate directly with each other, bypassing base stations and improving network 

capacity. This in turn can lead to an improved user experience due to lower latency and better 

network performance.  

 Improved spectral efficiency: D2D communication enhances spectral efficiency by allowing 

multiple users to simultaneously communicate with each other without the need to rely on 

any base station. This helps to reduce the overall bandwidth required for communication. 

 Reduced network cost and complexity: By utilizing the potential of device-to-device 

communication, existing cellular systems can be improved without needing any additional 

infrastructure or components. This helps in reducing the overall cost and complexity of 

network deployment and operation. 

 Improved coverage and access: The direct nature of D2D communication helps in improving 

coverage and providing access to users in previously under-served or unserved areas. This 

opens up new possibilities for providing access to the internet and other related services to a 

bigger audience. 

 Enhanced security: D2D communication helps in providing enhanced security when 

compared to traditional cellular communication. With the absence of additional 

infrastructure, malicious attacks on the network are minimized. Moreover, D2D 

communication also provides the added benefit of reduced interception of transmitted 

signals. 

 

Literature Review 

Device-to-device (D2D) communication is a rapidly increasing trend in 5G networks. This type 

of communication is beneficial to service providers, as it reduces costs related to the 
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infrastructure of the network. Additionally, it helps in reducing latency and energy usage [11]. 

As more people rely on the technology for communications services, the security and privacy of 

data is a growing concern. One of the biggest issues with D2D communication is that it lacks the 

security measures that are present in traditional cellular networks [12]. Since communications 

typically take place in unstructured and uncontrolled environments, malicious parties have the 

potential to interfere with communication in a variety of ways. This can range from malicious 

users eavesdropping on conversations or disrupting data transmission. Additionally, since user 

data is shared across multiple devices, there is a risk of that data being leased or sold to third 

parties [13]. Another issue with D2D communication is the lack of trust. Devices of unknown 

origins or those which do not meet security standards can potentially access network data, 

exposing users to cyber threats. Additionally, relying on the trustworthiness of the connecting 

device leaves users vulnerable to man-in-the-middle attacks, leaving the door open to data theft 

and manipulation. The effective, secure, and reliable implementation of D2D communication 

requires strict security measures. This includes the adoption of proper authentication protocols 

and encryption techniques that will help protect user data [14]. Additionally, service providers 

need to ensure that devices are properly secured and audited on a regular basis to check for any 

threats that could potentially disrupt communication. Finally, service providers should encourage 

users to take precautionary measures such as avoiding unsecured networks and using VPNs. 

These measures can help ensure the security of user data and provide peace of mind to users. 

Device-to-Device (D2D) communication is a method of communication that enables direct data 

exchange between two or more devices in close proximity [15]. This technology can greatly 

enhance the efficiency of wireless networks for applications such as vehicular communications, 

public safety networks, and industrial automation. However, it poses a number of unique 

challenges when integrated into 5G networks.  One key challenge is the potential for interference 

between simultaneously active D2D pairs due to the limited radio resources available. 5G 

networks use higher carrier frequencies and ultra-dense deployments compared to existing 

networks, making interference risk more likely. Additionally, due to the directness and proximity 

of communication in D2D, the transmission power of each node needs to be much lower to avoid 

interference with other nodes. This is further complicated in scenarios where nodes are in 

constant motion, such as in vehicular networks [16].  Another challenge is ensuring Quality of 

Service (QoS) for D2D communications in 5G. This is due to the fact that D2D transmission 

range is very limited compared to traditional base station-to-node communication. It is therefore 

difficult to ensure connections remain within the transmission range and transmit data at an 

acceptable rate without interruptions. Furthermore, the processing power of the devices to be 

used in D2D communication also needs to be factored in. This is because many of the potential 

applications of D2D, such as virtual reality, require heavy computational power and 5G nodes 

may struggle to provide the necessary power [17].  Securing the wireless resource allocation for 

D2D pairs is also a key challenge. This is because there is potential for malicious interference 

between paired nodes, which could disrupt data exchange or even cause denial of service. It is 

important to secure the heterogeneity of wireless resource allocation in 5G because of the 

potential for malicious interference.  The cost of deploying D2D technology in 5G networks is a 
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major concern [18]. Since 5G networks already support several different technologies and 

applications, the additional cost of implementing D2D adds to the burden of deploying 5G 

services. Also, as mentioned above, the proximity of communication in D2D means that the cost 

of maintaining protection between nodes must also be factored in.  Device-to-Device 

communication is a promising new technology and its integration into 5G networks could greatly 

enhance the performance of many applications [19]. However, the unique challenges associated 

with integrating D2D into 5G networks must be addressed in order for this technology to reach 

its full potential. The novelty of proposed research has the following, 

 

 Introduction of a dynamic network management model to improve device-to-device 

communication in 5G networks. 

 Leveraging existing network technologies that are already deployed in 5G networks, such as 

Software Defined Networking (SDN) and Network Function Virtualization (NFV). 

 Introducing a lightweight centralized approach for network management, enabling efficient 

utilization of resources, enhanced control over quality of service and improved scalability of 

the system over time. 

 Utilizing automatic resource assessment and real-time optimization techniques to improve 

communication performance of D2D devices in 5G networks. 

 Enhancing the security and integrity of communications while providing great opportunities 

for network-wide regulatory compliance and interoperability [20]. 

 

2. METHODOLOGY 

 

A Network Management Model (NMM) for device-to-device communication in 5G networks 

provides an efficient and effective way for mobile device users to communicate directly within 

their 5G network. The NMM is designed to reduce network latency, improve user experience, 

and maximize system capacity. It allows mobile devices to establish direct peer-to-peer (PDP) 

links with each other without going through the traditional gateway or base station. The NMM 

also provides access to wireless networks with enhanced security, quality of service, and 

improved user experience. The NMM can be used for 5G network applications such as streaming 

capable applications, and enabling mobile users to access 5G networks, even in areas with weak 

signal. The NMM supports P2P communication with devices that are connected directly to the 

Internet, reducing latency and improving system performance. Moreover, the NMM can be used 

for delivering services such as voice, video, and data, as well as for improved capacity and 

reliability. 

 

Construction 

The emergence of fifth-generation (5G) networks has created great opportunities for device-to-

device (D2D) communication. D2D connectivity enhances the exchange of data between 

devices, allowing for a wide range of new applications and services. This new form of 
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communication presents an interesting challenge for network management professionals as the 

underlying network architecture is significantly more complex than traditional wireless 

networks. Therefore, successful network management requires an innovative and comprehensive 

model that considers the many challenges associated with D2D communication. It provide an 

overview of the current state of D2D communication, the limitations of existing network 

management models, and the proposed design of a new network management model for 5G-

enabled D2D communication. We present a model consisting of four distinct components: a 

system monitoring component, an interactive communication component, a data collection 

component, and a decision support component.  The functional block diagram has shown in the 

following fig.2 

 

Fig 2: Functional block diagram 

 

The nature of D2D communication is highly important to identify. D2D communication allows 

two wireless devices (e.g., mobile phones) to send and receive data without the need for an 

intermediate network infrastructure (e.g., cellular towers or base stations). This direct 

communication typically has a range of less than a few hundred meters and can be implemented 

in either an ad-hoc or quasi-static fashion. Ad-hoc D2D communications are event-driven – that 

is, two devices have to be close to one another for a direct connection to occur. Quasi-static D2D 

communication, on the other hand, occurs when two devices are within communication range but 

do not have to be in close proximity. In either case, the direct device-to-device link allows for 

improved data transmission speeds and lower latency. Existing network management models 

used in traditional wireless networks are not well-suited for D2D communication. One major 

limitation is the assumption that all devices in the network are managed by a single entity. This 

one-size-fits-all approach does not account for devices that are managed separately by different 

entities, which is common in D2D networks. Furthermore, existing network management models 
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are insufficiently flexible when it comes to addressing power consumption and data rate 

requirements of different devices. Finally, most current network management models fail to 

provide adequate support for automation and optimizing user experience within the network. 

 

Proposed Network Management Model 

To address the shortcomings of existing network management models, we propose a network 

management model for 5G-enabled D2D communication consisting of four distinct components. 

The first component is an automated system monitoring component that provides continuous 

monitoring of the network’s performance and health. This component should be able to detect 

and diagnose issues at both the individual device and network levels. The second component is 

an interactive communication component, which enables the monitoring system to interact with 

individual devices and the network control system. This component must be able to securely 

facilitate communication between individual devices, the network control system, and any third-

party systems if necessary. The third component is a data collection component, which enables 

the monitoring system to collect data from each device in the network in order to facilitate real-

time analysis and provide users with timely feedback regarding the network’s performance. 

Finally, the fourth component is a decision support component, which enables the monitoring 

system to provide users with insights and recommendations to maximize the performance and 

user experience of the network.  The emergence of 5G networks has led to the need for 

innovative network management models for device-to-device communication. it have proposed a 

comprehensive model consisting of four distinct components:  

 

 System monitoring component 

 Interactive communication component 

 Data collection component 

 Decision support component 

 

The proposed model is aimed at overcoming the limitations of existing network management 

models and providing effective network management for D2D communication in 5G networks. 

Connection management for device-to-device communication in 5G networks involves a number 

of key tasks: 

 

 Access selection: It is the process of selecting the optimal access technology for a device-to-

device communication session. This is typically done using a 5G Access Selection module 

that includes components such as an AI-based radio access selection engine, a 5G Network 

Discovery engine, and a path selection mechanism. 

 Network selection: After selecting the preferred access technology, the network selection 

process finds the best access point for a given device. This involves selecting the most 

suitable network topology according to the device’s requirements and the kind of functions 

the device wants to perform. 
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 Device configuration: Once a connection has been established, device configuration takes 

place. This includes configuring the device and its related parameters, such as the device ID, 

radio access technology, carrier frequency, and gateway configuration. 

 Connection establishment: After the device is configured, the connection establishment 

process is triggered. This involves the exchange of signaling between the device and the AP, 

which includes authentication and key generation. 

 Quality of service: During the connection establishment process, the Quality of Service 

(QoS) parameters are also negotiated. This includes factors such as the minimum bit rate, 

throughput, latency, packet loss, and the maximum number of allowed concurrent 

connections. 

 Security: After the connection has been established, security protocols are also implemented 

to protect the data in transit. This includes the use of encryption, authentication, and 

authorization protocols. 

 Mobility management: In 5G networks, devices may move from one cell to another while 

maintaining the same session. This requires an efficient mobility management mechanism to 

ensure that the device can maintain the connection and its parameters as it moves around. 

 Network resource optimization: Network resource optimization is also a critical task for 

device-to-device communication in 5G networks. This involves managing the available 

network resources to ensure that a fair share of resources is allocated to each session. 

 

Operating Principle 

The network management model for device-to-device (D2D) communication in a 5G network is 

based on the service oriented architecture (SOA) model. It aims to provide a flexible approach to 

controlling and distributing network resources in order to provide a high quality communication 

experience. The model proposes the use of virtualization, software defined networks (SDN) and 

network functions virtualization (NFV) which will offer an efficient and robust platform for D2D 

technology to take off in 5G. The operating principles of the D2D network management model 

consist of several layers. In the lowest layer, network virtualization is used to enable the sharing 

of physical network resources amongst network nodes in an efficient and secure manner. This is 

then followed by a set of autonomic mechanisms for network management and optimization. 

These mechanisms enable the adaptation of networking parameters in order to achieve optimal 

performance during data transfer. The next layer of the model is the software defined networking 

layer which uses a Global Manager (GM) to abstract and control multiple different technologies 

used in the network. The GM provides distributed resources such as Quality of Service (QoS), 

throughput and latency requirements in order to maintain optimal performance. The GM then 

implements network policy control methods such as admission control, flow management and 

traffic engineering. At the top layer is the NFV layer. Here, the use of virtualization allows for 

the virtualization of network functions and applications. This layer also enables the execution of 

Management and Orchestration (MANO) services. MANO services allow for better scalability, 

customer experience and faster deployment of applications in the network. The 5G network 
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management model also includes horizontal and vertical orchestration mechanisms. The 

horizontal service orchestration ensures that network resources are properly allocated and used 

across the network nodes and the vertical service orchestration ensures that each network node 

has access to the appropriate set of services. These orchestration mechanisms help to ensure the 

efficient and secure use of the D2D communication technology in 5G networks. 

 

Functional working 

A Network Management Model for Device-to-Device (D2D) communications in 5G networks is 

a vital and increasingly important component as more devices connect to 5G networks. D2D 

technologies represent a key enabler to achieve the goals set out by 5G network deployments and 

optimize the performance of the physical and media access control layers. D2D communications 

allow for dynamic access to services by bypassing the 5G core network and eliminating the need 

for backhaul. This reduces the reliance on the core network and can lead to increased network 

resource utilization and improved user Quality of Experience (QoE). The operational flow 

diagram has shown in the following fig.3 

 

Fig 3: Operational flow diagram 

 

The Network Management Model for D2D communications in 5G networks should include a 

distributed architecture optimized for flexibility and scalability to support a wide range of 

devices. It should also comprise of several components, including an Access Management Layer 

that enables D2D network access for different types of devices; and a Resource Management 

Layer that coordinates the D2D resources available on the network, taking into account 

important constraints such as reliability, quality of service, user privacy, and security. The 
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Access Management Layer should include a Service Discovery and Connectivity Management 

framework so that devices can discover available services on the network and initiate or 

terminate D2D connections. An authentication and access control mechanism should also be 

included in the Access Management Layer to ensure secure and reliable transmission of data 

over the network. The Resource Management Layer should provide mechanisms to maintain 

efficient resource allocation and utilization of network resources in order to balance the 

objectives of the different applications and devices that are connected to the network. To achieve 

this, the Resource Management Layer should employ optimization algorithms such as network 

coding or other sophisticated methods, to improve link quality.  

 

3. RESULTS AND DISCUSSION 

 

The Network Management Model should be integrated with an Advanced Network Analytics 

Platform to enable real-time monitoring and reporting of the performance of the network and its 

associated devices to ensure optimal network performance. It is clear that a Network 

Management Model for D2D communications in 5G networks is an important component that 

must be incorporated into a 5G network deployment in order to ensure optimal performance and 

QoE. With such a model in place, it will be possible to leverage the full potential of D2D 

communications while simultaneously protecting the security of user data and optimizing the 

efficient use of available resources. The proposed Network Management Model (NMM) has 

compared with the existing Social-aware energy efficiency optimization (SAEEO), multipath 

routing solutions (MRS), joint resource management approach (JRMA) and Efficient resource 

allocation (ERA) 

 

Device Management 

Device Management for Network Management Model for Device-to-Device (D2D) 

Communication in 5G Networks is an important element for a 5G network as it enables the 

devices to communicate with one another. The concept of D2D communication is based on the 

notion of having multiple nodes communicating with one another directly, without the need for a 

third-party infrastructure in the middle.  Device Management for Network Management Model 

consists of two major parts - the radio access network (RAN) and the core network. The RAN is 

the layer of the 5G network that enables the devices to communicate directly with each other, 

while the core network is comprised of the base station and core nodes that manage the traffic 

and maintain the overall network performance.  Fig.4 shows the Device Management. 
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Fig.4: Device Management 

The Device Management for Network Management Model allows the administrator to monitor 

and manage the devices and nodes connected to the D2D network. This includes provisioning of 

new devices, setting up and updating device configurations, configuring radio access parameters 

and channels, managing network congestion, providing data and control over the air interfaces, 

and monitoring network performance. This also includes managing the security of the D2D 

network by providing authentication, encryption, and other security measures.  The Device 

Management for Network Management Model for Device-to-Device Communication in 5G 

Networks provides an efficient way to manage the devices and nodes connected to the D2D 

network, increasing network reliability and performance, while maintaining a secure and reliable 

environment for device-to-device communication. 

 

Communication management 

The Network Management Model for Device-to-Device (D2D) communication in 5G networks 

is responsible for the coordination and control of the radio resources necessary for the 

transmission and reception of data within the radio access network. It manages the access, 

handover, and resource allocation of the D2D devices, allowing efficient communication of data 

across multiple transfers and handoffs. It also performs monitoring and troubleshooting of D2D 

communication links, and provides the necessary reporting to ensure that the D2D 

communication remains efficient and reliable. Fig.5 shows the Communication management. 
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Fig.5: Communication management 

 

The Network Management Model for D2D communication in 5G networks also includes the 

management of security between two D2D devices, preventing unauthorized access and data 

manipulation. Finally, the model addresses the optimization of the overall power consumption of 

the D2D network, reducing the overall operational costs associated with maintaining 

communication between D2D devices. The Network Management Model for D2D 

communication in 5G networks is an important component of managing the successful 

deployment of D2D communication in 5G networks. 

 

Security Management 

Security management for device-to-device (D2D) communication in fifth-generation (5G) 

networks is an area that needs a lot of attention. With the advent of 5G, one of the key 

technologies for its success will be D2D communications, which is a wireless communication 

link between two devices, such as two phones or tablets that bypasses any existing network 

infrastructure, such as a cellular network or a Wi-Fi hotspot. The security of these D2D 

communications is essential for a successful 5G rollout. As with any wireless data transfer, it is 

vulnerable to hacking and data exploitation. 5G networks also increase the risk of exposure of 

confidential data, such as customer personal data, to malicious third parties. Fig.6 shows the 

Security Management. 
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Fig.6: Security Management 

 

To address this concern, secure D2D communication must be in place in the 5G network. This 

secure communication must include a range of network management models that ensure the 

safety and security of all data transfers. Authentication is paramount; both devices must pass an 

authentication check before being allowed to establish a D2D connection. Encryption must also 

be used to protect all data that is transmitted between devices. Additionally, access control 

mechanisms must be in place that limit which devices can communicate with each other. Finally, 

5G networks must be monitored for signs of suspicious behavior. Security management for D2D 

communication in 5G networks is a complex task, but one that is essential for the success of 

connected 5G devices. By putting in place the right authentication, encryption, access control, 

and monitoring protocols, the security of these device-to-device exchanges can be guaranteed, 

enabling the smooth rollout of 5G networks and protecting customer data. 

 

4. CONCLUSION 

 

A Network Management Model for Device-to-Device Communication in 5G Networks is a 

network management model that focuses on managing the data plane of communications for 

device-to-device (D2D) communications in 5G networks. This model focuses on the set up of 

communication links between devices for audio, video and data services. A Network 

Management Model for Device-to-Device Communication in 5G Networks is designed to 

operationalize end-to-end communication between multiple nodes in a 5G network. The model 
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applies its features on the physical layer through signaling and control protocol operations. It 

provides an orchestration of services through techniques such as bearer discovery and 

association, traffic flow optimization, scheduling and resource allocation in accordance with 

device profile and service requirements. A Network Management Model for Device-to-Device 

Communication in 5G Networks provides network operators with features such as provisioning 

of Quality of Service parameters for reliable device-to-device communication, dynamic traffic 

management for load balancing between nodes and fine-grained security roles for access control. 

A Network Management Model for Device-to-Device Communication in 5G Networks is an 

important network management model that provides a way to ensure the efficient use of 

available resources in 5G networks and facilitate seamless device-to-device communication. 
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