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Abstract: The emergence of virtualization in 5G cloud computing networks puts it at
greater risk of cyber-attacks, with a major reliance on the communication between virtual
systems. To address these concerns, this paper proposes a secure serverless communication
scheme for virtual systems in 5G cloud networks. A system with two roles, sender and
receiver, is used to exchange control messages with the sender being responsible for
authentication and encryption while the receiver being responsible for decryption and
validation. To ensure secure and reliable communication, the proposed scheme uses the
Elliptic Curve Cryptography (ECC) method, along with a proposal of a symmetric
cryptographic algorithm called AES-CTR. In addition, the proposed scheme also includes
a distributed identity base approach to prevent replay and man-in-the-middle attacks.
Simulation results demonstrate that the proposed scheme can securely and reliably transfer
data between virtual systems in 5G cloud networks and achieve higher efficiency in terms
of security as compared to existing schemes. Additionally, the proposed scheme is verified
in an NS-3 simulation framework.
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1. INTRODUCTION

The development of 5G cloud networks promises to revolutionize the way we use the
internet. As data demands continue to increase, virtual systems become even more important
for supporting 5G networks. Virtual systems use virtualized resources to enable reliable and
secure communication of large amounts of data [1]. The virtual systems used in 5G networks
can involve distributed nodes across a wide-area network to host and manage virtualized
resources for data communication and storage. By using virtual systems in 5G networks,
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providers are able to create a much more reliable and efficient network. This is because
resources such as bandwidth and computing power can be dynamically allocated for users
based on specific service requirements [2]. Additionally, virtual systems allow for cost
savings in resource management by using more efficient resource sharing between multiple
services. Virtual systems can also provide a more secure communication environment for 5G
networks [3]. By using technologies such as edge computing, providers are able to move
sensitive data away from the core network, thereby reducing the risk of internal and external
data breaches. Furthermore, virtual systems provide improved firewalls for isolating data
within the network and controlling access in order to protect sensitive information. The use of
virtual systems in 5G networks also increases the efficiency of data delivery. By using
networks on chip (NOCs), providers are able to move data across a wide-area network much
quicker than traditional technologies. This allows for reduced latency in data delivery,
enabling applications such as streaming video and gaming to be used more effectively [4].
Virtual systems are quickly becoming essential for providing the resources necessary for 5G
networks. By increasing the security and reliability of data delivery, virtual systems provide
new opportunities for data communication and storage in 5G networks. Providers and users
alike will continue to benefit from the increased efficiency and effectiveness of these types of
cloud networks. The emergence of 5G cloud networks has revolutionized the way virtual
systems are used and deployed. Virtual systems are networks that replicate the activities of
real-world systems, making them easier to manage, control and monitor [5]. Even though it
has been around for some time, the ability to quickly and effectively manage, control and
monitor virtual systems has been drastically improved with 5G cloud networks and their
advanced virtual system capabilities [6]. The introduction of 5G cloud networks has made it
easier to deploy, maintain, and optimize virtual systems. With its high speed and multiple
user connection points, 5G networks enable virtual systems to be set up quickly and be able
to operate more efficiently. As well, cloud-powered virtual systems can be managed more
effectively, as 5G networks allow for the merging of cloud computing and virtual systems
into a single entity that makes it easier to monitor and manage [7]. The construction diagram
has shown in the following fig.1
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Fig 1: Construction diagram
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For large and distributed networks, 5G cloud networks provide fast failover and multiple user
connections to ensure seamless service delivery and continuous availability. The emergence
of 5G cloud networks has also allowed for the deployment of more powerful and
sophisticated virtual systems [8]. By utilizing its expansive resources, 5G networks can now
support large-scale deployments of virtual systems and, in turn, make them more robust and
reliable. 5G cloud networks are more secure than traditional networks, and this adds to the
overall robustness of virtual systems. Finally, 5G cloud networks enable virtual systems to be
highly scalable and adaptable to changing application needs and market demands [9]. The
introduction of 5G cloud networks has fundamentally changed the way virtual systems are
used and deployed. Its robust solutions and connection points have made it much easier for
businesses to build and maintain reliable and secure virtual systems. Furthermore, 5G cloud
networks have enabled virtual systems to be deployed rapidly and be highly scalable and
flexible. For businesses and organizations that rely on virtual systems for operations, 5G
networks offer powerful solutions and performance that is simply unparalleled [10]. The
main contribution of the research has the following,

e Cost Savings: Virtual systems can help reduce operational costs by decreasing the need to
purchase physical infrastructure, such as servers. This can enable organizations to better
utilize their financial and human resources.

e Scalability: Virtual systems provide the flexibility to quickly scale up or down according
to changing requirements. This is especially important in 5G Cloud Networks, as the
unpredictable nature of communication requires scalability to adapt to transmission and
storage requirements.

e Adaptability: Virtual systems enable 5G Cloud Networks to quickly adapt to changes in
technology or user needs. This can help ensure better performance and decreased
downtime for users.

e Agility: Virtualization helps foster agility by allowing for faster deployment and
reconfiguration of resources. This helps ensure 5G Cloud Networks remain competitive
and responsive in a rapidly evolving digital landscape.

e Security & Reliability: Virtual systems provide a shield against malicious attacks and
ensure better reliability by duplicating data for redundancy. This helps protect the
integrity of 5G Cloud Networks and ensure uninterrupted performance.

Literature Review

The introduction of 5G cloud networks has brought with it a host of new and innovative
opportunities, as well as challenges for cybersecurity and virtual system issues [11]. 5G cloud
networks present a unique set of challenges because they involve several components like the
network, virtualization, communications, and mobility technologies. As such, problems
related to these components can lead to breakdowns in the quality and reliability of service,
which can be difficult to recover from [12]. For example, virtual systems issues such as
fragmentation of data, latency, and privacy can cause disruptions, leading to reduced
throughput and higher latency. The most pressing issue of virtual systems in 5G cloud
networks is data fragmentation. Due to the sheer number of users and devices utilizing a 5G
network, it is important to make sure data is transmitted in an efficient manner [13]. This
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means that individual data units must be split into smaller pieces of data, and then
recombined for the ultimate destination. The problem arises when data fragmentation leads to
an increase in latency as various parts of the network suffer from delays in delivery. Without
a clear, streamlined system in place, data can easily become lost or corrupted along the way,
leading to a decrease in the performance of the overall system. Another major issue related
to virtual systems in 5G cloud networks is latency [14]. Latency is the amount of time it takes
for an instruction to take effect within the system and data to be exchanged. In order for a
system to perform optimally, latency must remain low. Unfortunately, latency can be
increased by heavy background applications, network interference, or delays in processing on
the part of the cloud. This can result in a decrease in throughput and undesired lag in
performing operations. In addition, latency can also affect users' experience while using cloud
networks, as it can limit the responsiveness of the system. The privacy is a growing concern
in the digital world, especially in 5G cloud networks. Due to the nature of 5G networks and
the large amount of data exchanged on a daily basis, security vulnerabilities can exist, leading
to a possible breach of privacy [15]. Not only can hackers access valuable data from users,
but they can also manipulate it in a variety of ways, stealing information or corrupting data. It
is therefore essential to ensure measures are in place to protect online users and their data.
The 5G cloud networks have opened up a new gate of possibilities as well as several potential
system issues that can be difficult to fix. By using appropriate security measures and efficient
data transferring techniques, these issues can be minimized to ensure that users and data
remain secure. The advent of 5G Cloud Networks is ushering in a new era of virtual
computing and connectivity [16]. In this new era, elements such as networks, data and
applications are existing as digital elements, manipulating information in the cloud, and
providing users with a much more efficient and convenient online experience. However, this
new era of virtual systems and networks brings forth several potential problems. The first
element of concern is the security risks associated with the lack of robust infrastructure and
security protocols. Virtual systems require sophisticated algorithms and robust security
protocols to securely store and transmit sensitive information. As the 5G Cloud Networks are
still new, and the corresponding security protocols are still in the nascent stages, there is still
an increased risk of malicious intent hackers attempting to exploit vulnerabilities to gain
access to sensitive data [17]. Moreover, cloud ecosystems are also susceptible to malicious
actors launching DoS (Denial-of-Service) attacks on these networks. Additionally, with rising
data mobility, the possibility of users inadvertently volunteering personal data to malicious
actors is also a potential concern. Additionally, virtual systems also bring with them several
challenges regarding service reliability. Because 5G Cloud Networks are still in their infancy,
there remains a lack of robust and reliable digital infrastructure and services. As a result,
decreased connectivity and service accessibility can cause significant disruption to operations
[18]. Moreover, delays and disruptions in services can also lead to greatly reduced user
productivity and satisfaction. The virtual systems and 5G Cloud Networks also require
significant maintenance and support in order to remain secure and reliable. Updating
protocols and installing security patches are essential in order to prevent malicious parties
from exploiting data or service disruptions. Despite the potential costs incurred, these
measures are essential to ensure the security and reliability of these virtual systems and
networks [19]. The 5G Cloud Networks and virtual systems represent a significant step
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forward in computing technology and user experience. However, as with any new
technology, these systems and networks must be adequately secure and reliable in order to
deliver the expected outcomes. Thus, careful attention must be paid to maintaining robust
security protocols and infrastructure, reliable services and adequate support in order to ensure
a smooth and successful user experience [20]. The novelty of proposed research work has the
following,

e Secure end-to-end communication: The proposed scheme ensures secure communication
in systems which require no pre-established communication relationships between
devices, thus providing the basis for secure server-less communications.

o Key agreement: The proposed scheme provides a novel key agreement mechanism based
on the use of encryption algorithms and pair-wise keys. This helps ensure that only
authorized nodes can communicate with each other securely without the need for a server.

e Accountability: The ability to ensure network participants’ accountability of the
communication is provided by an authentication scheme which identifies malicious nodes
by using digital signature.

e Quality of Service (QoS): The proposed scheme helps meet the high expectations of 5G
cloud networks by providing Quality of Service (QoS) guarantees. It can prioritize traffic
and increase reliability of communications among nodes.

e Update handling: The proposed scheme provides for the secure notification of updates to
5G cloud network nodes. This ensures that updates can be sent securely without the need
for a server.

Proposed Model

Serverless communication schemes for virtual systems in 5G networks enable secure access
to private data hosted in cloud networks. These schemes are deployed by applying encryption
and authentication protocols that use access control policies. Authentication protocols verify
the legitimacy of the sender, while encryption protocols protect data integrity and privacy.
Access control policies provide granular control over who can access the data and how. The
implementation of secure serverless communication schemes for virtual systems in 5G
networks starts with the user authentication. A user must authenticate by providing a valid
user identity and password. After successful authentication, a token with access privileges is
generated and sent to the user. This token is used for subsequent data retrieval and access
requests. Once a user has successfully authenticated, an encryption algorithm is used to
ensure data integrity and privacy. The encrypted data is then transmitted securely over the 5G
network using a Virtual Private Network (VPN). The serverless communication scheme also
ensures secure data access control. Permissions and access policies are used to define the
level of access given to the user based on their role/authorization. In addition to the
encryption and authentication protocols, an additional level of security can be added to the
system by using a firewall. The firewall will act as an additional layer of protection for the
5G network and ensure that only the authorized users can access the data stored on it. The
serverless communication scheme should be regularly monitored to ensure it is functioning
properly. Logs can be used to track data traffic and detect any suspicious activities.
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Additionally, network vulnerability scanning can be used to detect any malicious attempts to
attack the system.

Construction

The emergence of 5G cloud networks requires the development of a secure server-less
communication scheme for virtual systems. This is due to the need to create a more secure
and efficient way to exchange data between virtual machines. This document outlines a
secure server-less communication scheme that can be implemented in 5G cloud networks.
The functional block diagram has shown in the following fig.2
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Fig 2: Functional block diagram
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Secure Server-less Communication Scheme

Secure server-less communication schemes provide a way to securely exchange data between
virtual machines without the need for a centralized server. This is achieved by allowing
virtual machines to communicate directly with each other over an encrypted channel. This
encrypted channel ensures that all data transmitted is kept private and secure from outside
interference.

e The first step is to establish a secure channel between two or more virtual machines. This
can be done using the several different encryption algorithms available. Commonly used
algorithms include RSA, ECC, and AES. The encryption key used must be shared
securely between all the parties who want to communicate over the channel.

e Next, a hashing algorithm such as SHA-256 is used to digitally sign messages sent over
the channel. This prevents anyone from tampering with the data sent by either party. It
also ensures that all messages sent are authenticated as coming from the correct sender.

e Finally, the secure channel is tested for its effectiveness and integrity. By sending test
messages and validating the results, the server-less communication scheme can ensure
that the channel is working correctly. If any anomalies are detected, the channel can be
adjusted or strengthened accordingly.
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A secure server-less communication scheme is essential for virtual machines to securely
exchange data in 5G cloud networks. This scheme involves establishing an encrypted
channel, digitally signing messages, and testing the channel for integrity. By using these
steps, virtual machines can securely exchange data without the need for centralized servers.
With this secure communication method, 5G cloud networks can become more secure,
efficient, and reliable.

Operating Principle

Secured serverless communication schemes for 5G cloud networks enable communication
between two end nodes based on the serverless architecture. The scheme works by using a
fully distributed infrastructure to provide security services to the users. It utilizes various
techniques such as authentication, encryption, key management, and digital signatures to
ensure the security of the communication channels. The scheme also reduces latency by
eliminating the need for a dedicated server. The operating principle of the scheme consists of
three components: authentication, encryption, and key management. In the authentication
stage, the two nodes exchange credentials such as user identity, device information, and
certificate credentials in order to verify each other's identity. In the encryption stage, the two
nodes generate a common shared secret key to protect their communication channel. Finally,
in the key management phase, the symmetric encryption key is securely shared among the
two end-users through a secure key establishment protocol. The protocol ensures that all
involved parties, such as the users, the network, the cloud server, and the application layer,
are authenticated and their communication channel is secured. By using this secure serverless
communication scheme, the risks of data breaches and malicious attacks are significantly
reduced and the total cost of communication is minimized.

Functional Working

5G cloud networks are expected to increase the speed of communication and offer users far
better data rates and connection effectiveness. As more and more of our lives are based
around the internet, it is essential that we have secure systems in place to ensure our data in
the cloud is safe and secure. A secure server less communication scheme is one such security
measure that can be used to increase the virtual system’s security in 5G cloud networks.
Secure server less communication schemes enables users to securely connect to an external
system, without having to use a physical server. It also protects the users from malicious
attackers that may be trying to gain access to their data. When using such a scheme, the
communication between the user and the cloud server is encrypted, meaning that all data that
is transferred between the two is completely secure. Furthermore, the communication is
designed in such a way that no individual IP address or location is revealed, meaning that the
user is also protected from targeted attacks. The key benefit of using a server less
communication scheme is that it provides an extra layer of security to the virtual systems in
5G cloud networks. As more and more of our lives rely on the internet and cloud computing,
it is important to ensure that any data transferred through these systems is properly protected.
For example, a secure server less communication scheme could prevent unauthorized access
to financial data, or to sensitive personal information. The operational flow diagram has
shown in the following fig.3
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Fig 3: Operational flow diagram

Additionally, it ensures that any data transferred through the system is safe from third parties
and malicious attackers. The secure server less communication schemes is a great way to
protect the virtual systems in 5G cloud networks. By providing an extra layer of security,
they enable users to communicate safely and securely without fear of their data being
compromised. Furthermore, by hiding the IP addresses and location of the users, they also
help protect users from targeted attacks. As such, secure server less communication schemes
should become a standard part of any virtual system in 5G cloud networks.

2. RESULTS AND DISCUSSION

The proposed secured server less communication scheme (SSCS) has compared with the
existing Secure keying scheme (SKS), reputation management scheme (RMS), Blockchain-
based secure and intelligent sensing scheme (BSISS) and secure client-server key
management scheme (SCSKMS).

Estimation of Prevalence Threshold

The prevalence threshold of secured server less communication scheme (SLCC) for virtual
systems in 5G cloud networks is a measure of the likelihood that a connection established
between 5G Virtual Network Functions Operating Systems (VNFOS) will stay connected
during any level of intended data exchange. The SLCC scheme is applied to all connections
among virtual systems, and to the connection between a virtual system and the cloud. SLCC
ensures the highest levels of data integrity and security, making it an essential element of any
serious 5G cloud infrastructure. Fig.4 shows the Estimation of prevalence threshold.
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Fig.4: Prevalence threshold

The SLCC is a vital measure, because it prevents malicious actors from disrupting the
communication among virtual systems and the cloud. A high prevalence threshold helps to
ensure that the data exchange remains secure. The prevalence threshold, SLCC also features
configurable levels of authentication and encryption. This allows the user to select the level
of security that is appropriate for their usage scenario. For example, if a user is handling
highly sensitive data, then the encryption and authentication levels can be set at a higher level
to ensure their privacy remains protected. The prevalence threshold of secured serverless
communication scheme is an important measure to handle the security and protection in 5G
cloud networks. It helps to maintain the integrity of data exchanged between the connected
systems and prevents unauthorized access. It is essential for a secure 5G cloud infrastructure.

Estimation of Critical Success Indeed

The Critical Success Index (CSI) is a measure that enables the evaluation of the success of a
secure server-less communication scheme for virtual systems deployed in 5G cloud networks.
The measure is based on various parameters, such as execution time, packet transfer
efficiency, availability, security, flexibility, scalability and cost-effectiveness. The metric is
designed to identify which elements of the communication scheme contribute most to its
success and allow administrators to make informed decisions on how best to improve its
performance. Fig.5 shows the Estimation of critical success indeed.
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By considering multiple factors, administrators can assess how well the server-less
communication scheme is doing compared to other approaches. The CSI also provides a
benchmark for assessing the progress of improvements over time. This metric offers a
comprehensive approach for evaluating communication schemes for virtual systems in 5G
cloud networks and can be applied to various scenarios.

Estimation of Phi Coefficient

The Phi coefficient of secured serverless communication scheme for virtual systems in 5G
cloud networks is used to measure the degree of secure communication between two entities
in virtual systems. The Phi coefficient is calculated based on the stability of the encryption
algorithms used as well as on the entropy generated from the data packets exchanged between
the two entities. The higher the value of the Phi coefficient, the better the security of the
communication scheme. Fig.6 shows the Estimation of Phi coefficient.
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The value range of Phi coefficient is from -1 to 1, where O reflects no correlation and 1
indicates complete correlation. Higher values denote a stronger security scheme, while lower
values suggest a weaker security scheme. The Phi coefficient is an important factor that helps
users to make an informed decision when choosing between serverless communication
scheme and more traditional schemes like VPNs.

Estimation of Delta-P

The DeltaP (Ap) of secured server less communication scheme for virtual systems in 5G
cloud networks is a measure of security that is used to assess the protection provided by the
system when communicating between virtual systems in the cloud. It is based on the
difference in data packet security that is applied when two different types of communication
take place. It measures the ability of a server to protect data passing between two endpoints
with different levels of security. Fig.7 shows the Estimation of Delta-P.
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A high value of DeltaP indicates greater security, while a lower value indicates lower
security. A high value of DeltaP also helps ensure that data transmission across the cloud
network is secure and confidential. This is especially important for communications that
involve sensitive customer information or other important data.

3. CONCLUSION

Secure serverless communication scheme for virtual systems in 5G Cloud Networks is an
approach providing secure communication for virtual systems, by using basic Cloud Network
components such as a Software Defined Network (SDN) as a secure communication fabric. It
is aimed to enable secure communications among virtualized components of a Cloud
Network and end-systems, without relying on either a physical server or a server application,
while providing performance-level security for the communication. The scheme provides the
key elements needed for secure virtual systems, namely an isolated communication plane for
the secure communication establishment, a secure and interaction-less authentication, and a
secure yet flexible key management system. The scheme also allows for multiple
communication modes, providing flexibility for different use cases. Finally, it supports
various mechanisms for secure communication, depending on the data being transmitted.
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