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Abstract: The domain of fog computing is one of the emerging segments of the distributed 

computing which the secured delivery of computing services is integrated. In the domain of 

fog computing, the nearby access to the computing environment is made so that the overall 

dependency of the Internet connection and bandwidth can be avoided. In this way, the 

nearby infrastructure of servers and computing environment is made so that the complete 

dependencies from the Internet and Cloud can be avoided. In addition to the presented 

aspects in the manuscript, the overall performance of the fog computing based environment 

can be escalated with the usage of dew or mist based computing which are further the 

advanced version of the implementation in the distributed environment to the current level 

of the accuracy and performance for the multiple dimensions in the scenarios. 

 

Keywords: Cloud Computing, Cot, Fog Computing, Fog Based Environment, Edge 

Computing, Mist Computing. 

 

1. INTRODUCTION 

 

Fog Computing[1, 2] suggests the decentralized computing condition where the estimates, 

storing, applications and data analysis are carried out between the region boundaries and the 

distant server-based cloud.( focal points or frameworks) [3, 4]. Fog Computing facilitates the 

more elevated amount of sufficiency with the more imperative characteristics in the execution 

with the dull with less concede based utilization of the cloud resources [5, 6, 7]. 

 

The key simulators for the Fog Computing based environment includes the following 

 iFogSim 

 Mininet 

 GNS 

 CNET 

 mmWave 
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 OpenIoT 

 Zetta 

 Shadow 

 SNMP 

 PeerSim 

 PSim 

 ParSec 

 JSim 

 DSA 

 NetSim 

and many others 

 

 
Figure 2: Network Environment using the Simulation 

 

As demonstrated by a Report by “OpenFog Consortium”, the general market of Fog 

Computing will beat $ Eighteen billion by 2022. 

At the inaugural Fog World Congress gathering, the report's principal revelations were 

disclosed during the keynote address. Despite expecting The analysis was similarly evaluated, 

seeing the best commercial potential and a $18 billion cloud proposal[8, 9]. 

 

 
Figure 2: Layered Approach of Various Models in Cloud and Fog Computing 

Cloud Layer

(Remote Level)

Fog Layer

(Nodes and Hardware Level)

Mist Layer (Embedded 
Systems)

Edge Layer (End Devices)

Fog and Cloud 
Computing

http://journal.hmjournals.com/index.php/JAIMLNN
http://journal.hmjournals.com/index.php/JAIMLNN
https://doi.org/10.55529/jaimlnn.44.1.10
http://creativecommons.org/licenses/by/4.0/


Journal of Artificial Intelligence, Machine Learning and Neural Network  

ISSN:2799-1172 

Vol: 04, No. 04, June-July 2024 

http://journal.hmjournals.com/index.php/JAIMLNN 

DOI: https://doi.org/10.55529/jaimlnn.44.1.10 

 

 

 

 

Copyright The Author(s) 2024.This is an Open Access Article distributed under the CC BY 

license. (http://creativecommons.org/licenses/by/4.0/)                                                            3 

Fog allows for performance gains based on the following settings. Fog computing enables 

performance increases on the following parameters.  

 Fault Tolerance 

 Performance 

 Data Integration 

 Security 

 Effectiveness 

 Energy 

 Latency 

 Multi Dimensional Efficiency 

 Bandwidth 

 Channel Response Time 

 Responsiveness 

 Capacity 

 Robustness 

 Speed 

 

iFogSim is the key point of convergence of the execution for fog and edge based computing 

in this piece whereby the higher execution gadgets and libraries are enabled. iFogSim is 

having orchestrated mechanical assemblies and structure based groups which are used for 

progressively imperative characteristics in the cloud based framework with the more raised 

measures of reliability and execution. 

 

2. REVIEW OF LITERATURE 

 

Mahmud (2019) gave the work on proliferation and appearing with the edge, fog and fog 

computing with the point by point audit of the examination with the emerging improvements.  

Mutlag (2019) related the usage of fog computing in the medicinal science and helpful 

organizations applications. In like manner, the point by point view and structuring of fog 

condition is given with the usage in the supportive and thriving based condition.  

Nobre (2019) underlined the utilization of fog and edge based condition for the progressed 

Vehicular systems and programming portrayed structures association.  

Sarkar (2018) demonstrated how fog computing and the internet of things are related.  so the 

moved proliferations ought to be possible in the test bed based condition.  

Mahmud (2018) gave the survey on the sensible portrayal, future increase and assembled 

points of view of Fog computing.  

Rahmani (2018) demonstrated the use of marvelous restorative organizations structures in the 

edge and fog based systems.  

Gupta et al. (2017) wore out the iFogSim as the key apparatus stash for the age and appearing 

of the IoT based applications.  

Hu et al. (2017) showed the point by point look at on the fog based condition for the 

contrasting areas of research in the enhancement systems. 
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The Simulation Patterns in the Fog Based Environment , VLAN, WLAN, Wi-Max, TCP, 

WSN, MANET, Cognitive Radio, Underwater Networks, Mobile Networks: 2G, 3G, 4G …., 

Spectrum Analysis, Energy Model, Traffic Modeling, … and many others 

 

 
Figure 3: Projected Flow of Simulation 

 

3. RESULTS AND OUTCOMES FROM IFOGSIM SIMULATOR 

 

 
Figure 4: Modules and Classes in iFogSim 

 

The implementation perspectives are as follows which are used for the iFogSim based 

analytics and performance evaluations using Java based frameworks 

 Java 

 Eclipse IDE 

 JCharts 

 JDK 

 Fog Simulator 
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 iFogSim 

 Fog Analyzer 

 Cloud Analyst 

 Advanced Text Editing Tools 

 Notepad++ 

 

The evaluation of advantage association game-plans, which focuses on their impact on 

inactivity, imperativeness use, deal with deter, and operational expenditures, is supported by 

the test structure. With estimate execution times, it simulates edge devices, cloud server farms, 

and system interfaces.  

Locate the FogGUI.java record inside org.fog.gui.example in order to use iFogSim in 

Graphical User Interface (GUI) Mode [10, 11].  

 

 
Figure 5: Programming Panel of Eclipse for Fog Computing 

 

The programming model of iFogSim [12, 13] is having multiple libraries for different 

applications and simulations including the Key Topologies, Major Scheduler, Point Broker, 

Server Fog Devices, Fog Sensors, Sensing Actuators, Key Points and Module Placements, 

Server Controllers, Scheduling and Policy Handlers, Domain Tuple Schedulers, Segment 

based Stream Operators 
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Figure 6: Configuration in the Fog Integrated Network 

 

The Graph Menu is one of Fog Topology Creator's features. One possibility is to import the 

topology.[14, 15]. Any type of fog computing based topology can be dynamically created with 

the scheduling of the tasks and the processes to be executed for the simulation process [16, 

17, 18]. The Eclipse IDE Console contains the yield upon execution. Software Defined 

Networking (SDN) and its integration with cloud and fog computing are among the scenarios 

for different applications that can be reenacted in iFogSim.[19, 20, 21, 22].  

 

 
Figure 7: Fog Devices and Modules Placement in Fog Simulatio 
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Several pertinent examinations are realized and modified in the iFogSim base foundation. For 

instance, org.fog.test.perfeval contains a pertinent analysis of Intelligent Surveillance [23, 24, 

25]. When it is implemented, it should be possible to evaluate several factors, such as energy, 

cost factor, camera performance, and other desired factors [26, 27]. 

 

The implementation scenario of Cloud and Fog Environment is created whereby the different 

parameters are analyzed so that the actual performance and factors of Fog Computing based 

environment can be evaluated with performance and related aspects. 

Table 1: Outcome of Results on Assorted Parameters 

 

Parameter / Model Traditional Cloud Fog Computing Environment 

Security (Percentage) 86.6 97.7 

Integrity (Points) 77.4 97.8 

Energy Optimization (Points) 84.5 88.8 

Trust Evaluations (Score) 71.8 95.7 

Latency (Percentage) 89.9 31.5 

 

 
Figure 8: Comparative Evaluation of Results 

 

http://journal.hmjournals.com/index.php/JAIMLNN
http://journal.hmjournals.com/index.php/JAIMLNN
https://doi.org/10.55529/jaimlnn.44.1.10
http://creativecommons.org/licenses/by/4.0/


Journal of Artificial Intelligence, Machine Learning and Neural Network  

ISSN:2799-1172 

Vol: 04, No. 04, June-July 2024 

http://journal.hmjournals.com/index.php/JAIMLNN 

DOI: https://doi.org/10.55529/jaimlnn.44.1.10 

 

 

 

 

Copyright The Author(s) 2024.This is an Open Access Article distributed under the CC BY 

license. (http://creativecommons.org/licenses/by/4.0/)                                                            8 

Fog Computing is one of the key spaces of research with the solid frameworks to change up 

to the issues of deferral and execution from Internet of Things (IoT). In this examination novel 

copy, the exceptional and huge points of view of the fog based computing with the use 

perspectives are appeared on the particular areas of security and expectedness with the trust 

based structures. The epic and stunning trust organizing is given the headway points of view 

with the base correspondence to Internet of Things (IoT) by techniques for cloud utilizing 

fogging [28, 29]. The viewpoint of fog computing is joined with the security lightweight 

cryptography approaches in the middleware of proposed system. The proposed arrangement 

will be furnished with the quantifiable module so the logging of every single transmission 

should be feasible for farsighted examination. Moreover, the utilization of delicate computing 

or meta-heuristic methodology will be joined. Utilizing such approaches, the more brought 

extent of streamlining up in the insufficiency and the conceivable channel can be seen. 

 

4. CONCLUSION 

 

Research on fog-connected, flexible cloud-based systems faces many obstacles and focuses 

on a variety of topics, such as security, privacy, and integrity; trust models and authentication; 

data aggregation and access control; network handover improvements; mobile fog computing; 

energy optimization and resource management; Internet of Things micro-services; quality of 

experience (QoE); smart grid architectures; offloading in fog networking; migration 

modeling; integration with machine learning and deep learning; virtualization enabled fog; 

and more. Furthermore, newer types of systems and structures can be referred to as relative 

perfect models, haze networks, rime networks, smog networks, and dew networks. 

 

5. REFERENCES 

 

1. Dastjerdi AV, Buyya R. Fog computing: Helping the Internet of Things realize its 

potential. Computer. 2016 Aug;49(8):112-6. 

2. Mahmud R, Kotagiri R, Buyya R. Fog computing: A taxonomy, survey and future 

directions. InInternet of everything 2018 (pp. 103-130). Springer, Singapore. 

3. Bittencourt LF, Diaz-Montes J, Buyya R, Rana OF, Parashar M. Mobility-aware 

application scheduling in fog computing. IEEE Cloud Computing. 2017 Mar;4(2):26 35. 

4. Aazam M, Huh EN. Fog computing and smart gateway based communication for cloud 

of things. InFuture Internet of Things and Cloud (FiCloud), 2014 International 

Conference on 2014 Aug 27 (pp. 464-470). IEEE. 

5. Pu L, Chen X, Xu J, Fu X. D2D fogging: An energy-efficient and incentive-aware task 

offloading framework via network-assisted D2D collaboration. IEEE Journal on 

Selected Areas in Communications. 2016 Dec;34(12):3887-901. 

6. Sanjeev S, Thusu S. A survey of fog computing and its applications. Int. J. Adv. Res. 

Ideas Innov. Technol. 2017;3(2). 

7. Luan TH, Gao L, Li Z, Xiang Y, Wei G, Sun L. Fog computing: Focusing on mobile 

users at the edge. arXiv preprint arXiv:1502.01815. 2015 Feb 6. 

http://journal.hmjournals.com/index.php/JAIMLNN
http://journal.hmjournals.com/index.php/JAIMLNN
https://doi.org/10.55529/jaimlnn.44.1.10
http://creativecommons.org/licenses/by/4.0/


Journal of Artificial Intelligence, Machine Learning and Neural Network  

ISSN:2799-1172 

Vol: 04, No. 04, June-July 2024 

http://journal.hmjournals.com/index.php/JAIMLNN 

DOI: https://doi.org/10.55529/jaimlnn.44.1.10 

 

 

 

 

Copyright The Author(s) 2024.This is an Open Access Article distributed under the CC BY 

license. (http://creativecommons.org/licenses/by/4.0/)                                                            9 

8. Vaquero LM, Rodero-Merino L. Finding your way in the fog: Towards a comprehensive 

definition of fog computing. ACM SIGCOMM Computer Communication Review. 

2014 Oct 10;44(5):27-32. 

9. OpenFog Consortium. OpenFog Reference Architecture for fog computing. Architecture 

Working Group. 2017 Feb. 

10. R. Mahmud, R. Buyya, (2019). Modelling and simulation of fog and edge computing 

environments using iFogSim toolkit. Fog and Edge Computing: Principles and 

Paradigms, pp. 1-35 2019. 

11. A. Mutlag, Enabling technologies for fog computing in healthcare IoT systems. Future 

Generation Computer Systems, 90, pp. 62-78, 2019. 

12. J. Nobre, Vehicular software-defined networking and fog computing: integration and 

design principles. Ad Hoc Networks, 82, 172-181, 2019. 

13. S. Sarkar, Assessment of the Suitability of Fog Computing in the Context of Internet of 

Things. IEEE Transactions on Cloud Computing, 6(1), 2018, pp. 46-59. 

14. R. Mahmud, R. Kotagiri, R., R. Buyya, Fog computing: A taxonomy, survey and future 

directions. In Internet of everything (pp. 103-130), 2018, Springer, Singapore. 

15. A. Rahmani, Gia, T. N., Negash, Exploiting smart e-Health gateways at the edge of 

healthcare Internet-of-Things: A fog computing approach. Future Generation Computer 

Systems, 78, 2018, pp. 641-658. 

16. H. Gupta, Vahid Dastjerdi, iFogSim: A toolkit for modeling and simulation of resource 

management techniques in the Internet of Things, Edge and Fog computing 

environments. Software: Practice and Experience, 47(9), 2017, pp. 1275-1296. 

17. P. Hu, S. Dhelim, Survey on fog computing: architecture, key technologies, applications 

and open issues. Journal of Network and Computer Applications, 98, 2017, pp. 27-42. 

18. Gupta, H., Vahid Dastjerdi, A., Ghosh, S. K., & Buyya, R. (2017). iFogSim: A toolkit 

for modeling and simulation of resource management techniques in the Internet of 

Things, Edge and Fog computing environments. Software: Practice and Experience, 

47(9), 1275-1296. 

19. Suhaili WS. A Performance Study of High-End Fog and Fog Cluster in iFogSim. 

InComputational Intelligence in Information Systems: Proceedings of the 

Computational Intelligence in Information Systems Conference (CIIS 2018) (p. 87). 

Springer. 

20. Bonomi, F., Milito, R., Natarajan, P. and Zhu, J., 2014. Fog computing: A platform for 

internet of things and analytics. In Big data and internet of things: A roadmap for smart 

environments (pp. 169-186). Springer, Cham. 

21. Stojmenovic, I. and Wen, S., 2014, September. The fog computing paradigm: Scenarios 

and security issues. In Computer Science and Information Systems (FedCSIS), 2014 

Federated Conference on (pp. 1-8). IEEE. 

22. Yannuzzi, M., Milito, R., Serral-Gracià, R., Montero, D. and Nemirovsky, M., 2014, 

December. Key ingredients in an IoT recipe: Fog Computing, Cloud computing, and 

more Fog Computing. In 2014 IEEE 19th International Workshop on Computer Aided 

Modeling and Design of Communication Links and Networks (CAMAD) (pp. 325-329). 

IEEE. 

http://journal.hmjournals.com/index.php/JAIMLNN
http://journal.hmjournals.com/index.php/JAIMLNN
https://doi.org/10.55529/jaimlnn.44.1.10
http://creativecommons.org/licenses/by/4.0/


Journal of Artificial Intelligence, Machine Learning and Neural Network  

ISSN:2799-1172 

Vol: 04, No. 04, June-July 2024 

http://journal.hmjournals.com/index.php/JAIMLNN 

DOI: https://doi.org/10.55529/jaimlnn.44.1.10 

 

 

 

 

Copyright The Author(s) 2024.This is an Open Access Article distributed under the CC BY 

license. (http://creativecommons.org/licenses/by/4.0/)                                                            10 

23. Dastjerdi, A.V. and Buyya, R., 2016. Fog computing: Helping the Internet of Things 

realize its potential. Computer, 49(8), pp.112-116. 

24. Aazam, M. and Huh, E.N., 2014, August. Fog computing and smart gateway based 

communication for cloud of things. In Future Internet of Things and Cloud (FiCloud), 

2014 International Conference on (pp. 464-470). IEEE. 

25. Stolfo, S.J., Salem, M.B. and Keromytis, A.D., 2012, May. Fog computing: Mitigating 

insider data theft attacks in the cloud. In Security and Privacy Workshops (SPW), 2012 

IEEE Symposium on (pp. 125-128). IEEE. 

26. Sarkar, S., Chatterjee, S. and Misra, S., 2018. Assessment of the Suitability of Fog 

Computing in the Context of Internet of Things. IEEE Transactions on Cloud 

Computing, 6(1), pp.46-59. 

27. Peng, M., Yan, S., Zhang, K. and Wang, C., 2016. Fog-computing-based radio access 

networks: issues and challenges. Ieee Network, 30(4), pp.46-53. 

28. Truong, N.B., Lee, G.M. and Ghamri-Doudane, Y., 2015, May. Software defined 

networking-based vehicular adhoc network with fog computing. In Integrated Network 

Management (IM), 2015 IFIP/IEEE International Symposium on (pp. 1202-1207). 

IEEE. 

29. Dastjerdi, A.V., Gupta, H., Calheiros, R.N., Ghosh, S.K. and Buyya, R., 2016. Fog 

computing: Principles, architectures, and applications. In Internet of Things (pp. 61-75). 

 

 

http://journal.hmjournals.com/index.php/JAIMLNN
http://journal.hmjournals.com/index.php/JAIMLNN
https://doi.org/10.55529/jaimlnn.44.1.10
http://creativecommons.org/licenses/by/4.0/

