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1. INTRODUCTION
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As the demand for smaller, faster, and more efficient electronic devices continues to grow, the
complexity of Very Large Scale Integration (VLSI) circuits has increased exponentially. These circuits,
which form the foundation of modern computing systems, contain millions or even billions of transistors

Journal homepage: https://journal. hmjournals.com/index.php/JAIMLNN


https://journal.hmjournals.com/index.php/JAIMLNN/article/view/5037
https://journal.hmjournals.com/index.php/JAIMLNN
https://orcid.org/0009-0000-3335-5199
https://crossmark.crossref.org/dialog?doi=10.55529/jaimlnn.41.1.12&domain=pdf

Journal of Artificial Intelligence, Machine Learning and Neural Network (JAIMLNN) ISSN: 2799-1172 [ 140

interconnected in intricate layouts. However, the presence of faults whether introduced during design,
manufacturing, or operation can lead to degraded performance, system malfunctions, or catastrophic
failures. Ensuring accurate and efficient fault detection in VLSI circuits is, therefore, essential for
maintaining the reliability and functionality of electronic systems.

Traditional fault detection techniques, such as Automatic Test Pattern Generation (ATPG) and
Built-In Self-Test [1] (BIST), rely heavily on exhaustive testing and predefined patterns. While these
methods have been effective to some extent, they face several challenges, including increased testing time,
scalability issues with highly complex circuits, and the inability to provide real-time diagnostics. With the
evolution of modern electronics, there is an urgent need for smarter fault detection systems that can handle
the growing design complexity and ensure high fault coverage without compromising efficiency.

Artificial Intelligence (AI) has emerged as a promising solution to address these challenges. Al-
driven fault detection systems leverage machine learning algorithms and neural networks to automate the
process of identifying, classifying, and localizing faults in [2] VLSI circuits. These systems can learn from
historical fault data and adapt to new fault types, making them highly effective for real-time diagnostics.
Furthermore, Al can enhance fault detection accuracy by identifying subtle patterns that traditional
methods might overlook.

In this paper, we propose an Al-augmented fault detection and diagnosis framework tailored for
VLSI circuits. Our approach aims to improve fault coverage, reduce testing time, and facilitate root-cause
analysis for efficient maintenance and design optimization. Through simulations and comparative analysis,
we demonstrate the superiority of Al-based methods over conventional fault detection techniques in terms
of both performance and scalability. This research contributes toward building intelligent, self-diagnostic
chip designs, paving the way for more resilient and high - performance electronic systems.

The remainder of this paper is organized as follows: Section 2 reviews related work in the field of
VLSI fault detection and Al applications. Section 3 outlines the proposed Al-based framework and
algorithms. Section 4 discusses the experimental setup and results, followed by a detailed analysis in
Section 5. Finally, Section 6 concludes the paper and suggests directions for future research.

2. RELATED WORK

The reliability and fault detection of VLSI circuits have been an active area of research for decades,
with several methodologies evolving to address the challenges associated with increasingly complex chip
designs. This section reviews existing fault detection techniques, as well as recent advances that integrate
machine learning (ML) and artificial intelligence (Al) to enhance diagnostics.

2.1 Traditional Fault Detection Techniques

Traditional approaches to fault detection in VLSI circuits include Automatic Test Pattern
Generation (ATPG), Built-In Self-Test (BIST), and Logic BIST [3] (LBIST). These methods rely on exhaustive
pattern generation to detect stuck-at faults, bridging faults, and other common errors during
manufacturing or operation. While these approaches ensure a certain level of fault coverage, they suffer
from scalability issues as circuit size and complexity grow. Tools like ATPG, which generate millions of test
patterns, require significant computational resources and testing time.

Similarly, BIST methods introduce additional hardware overhead, which may limit their
effectiveness for real-time applications.

To overcome some of these limitations, researchers explored probabilistic models and compressive
testing strategies. Although these techniques help reduce the overall testing burden, they often compromise
fault coverage or fail to adapt to new fault types encountered during device operation.

2.2 Machine Learning-Based Fault Detection

In recent years, machine learning (ML) algorithms have been applied to VLSI fault detection with
promising results. Supervised learning models, such as support vector machines (SVMs) and decision trees,
have been used to classify fault types based on historical test data. These models offer faster testing
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compared to traditional methods by learning patterns from labeled data. For example, [4] Jiang applied
SVMs to detect transient faults in high-speed circuits, achieving improved classification accuracy with
reduced testing time.

Clustering algorithms such as k-means have also been explored for unsupervised fault detection,
particularly for unknown or rare fault types. However, these methods struggle with large datasets and high-
dimensional features typical of modern VLSI designs.

2.3 Deep Learning for Fault Detection and Localization

Deep learning models, particularly convolutional neural networks (CNNs) and recurrent neural
networks (RNNs), have gained attention for their ability to handle the complexity of VLSI circuits. CNNs
have been applied to analyze circuit layout images and identify potential manufacturing defects. RNNs, on
the other hand, have been utilized to detect faults in sequential circuits by learning from time-series data.
Studies by [5] Zhao demonstrated that CNN-based approaches outperform traditional methods in detecting
subtle layout errors with high precision.

Although deep learning offers high accuracy, it often requires large datasets for training and
significant computational resources, which may not always be practical. Moreover, the black-box nature of
deep learning models limits their interpretability, making it difficult to perform root-cause analysis.

2.4 Al-Augmented Fault Detection in VLSI Circuits

Integrating Al with VLSI fault detection has shown significant potential in addressing the
challenges of modern electronics. Hybrid models that combine rule-based systems with machine learning
algorithms have been developed to enhance both fault detection and diagnosis. For instance, [6] hybrid
frameworks integrating genetic algorithms with ML models help optimize test patterns for improved fault
coverage while minimizing test time.

Recent advances also explore reinforcement learning (RL) for dynamic fault diagnosis, where the
model learns optimal testing strategies based on real-time feedback. Additionally, Al has been used for
predictive maintenance by analyzing fault trends and predicting potential failures before they occur. These
developments mark a shift toward intelligent, self-healing systems in VLSI design.

2.5 Gaps in the Existing Literature

While several studies demonstrate the effectiveness of Al and ML techniques for VLSI fault
detection, there are still key gaps to address. Most existing research focuses on specific fault types, limiting
their generalizability across different circuit architectures. Moreover, the computational overhead
associated with deep learning models makes their deployment challenging in resource-constrained
environments. Furthermore, real-time fault diagnosis with Al remains an area that requires further
exploration, particularly for applications where low latency and high fault coverage are critical.

This paper aims to address these gaps by proposing a comprehensive Al-augmented framework
that not only detects faults with high accuracy but also provides root-cause diagnostics in real-time, making
it suitable for modern chip designs. Our research contributes toward building robust, scalable, and
intelligent fault detection systems, paving the way for more reliable VLSI circuits.

3. METHODOLOGY

The proposed Al-augmented fault detection and diagnosis framework aims to address the
limitations of traditional fault detection methods in VLSI circuits by leveraging machine learning and neural
networks. This section outlines the system architecture, data preparation, model development, and
evaluation strategy used in this study.

3.1 System Architecture
The fault detection framework consists of the following key modules:
1. Data Acquisition: Collect fault and performance data from VLSI circuits, including both labeled fault
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data (from known fault types) and unlabeled operational data.

2. Preprocessing: Clean and preprocess the data by removing noise, scaling feature values, and encoding
categorical data.

3. Feature Extraction: Extract key electrical parameters, such as voltage, current, signal delays, and gate-
level metrics, which are critical for fault diagnosis.

4. Model Development: Develop machine learning models for fault classification and neural networks
for fault localization and root-cause analysis.

5. Fault Detection and Diagnosis: Deploy the trained Al models to detect and classify faults in real time
and provide diagnostic insights.

6. Performance Evaluation: Evaluate the accuracy, speed, and fault coverage of the Al framework using
metrics such as precision, recall, and latency.

3.2 Data Preparation

The quality and relevance of data play a crucial role in the success of Al-based fault detection. The
dataset used for this research consists of: Labeled Fault Data: Data generated from simulations or actual
testing of VLSI circuits, where fault types (e.g., stuck-at faults, bridging faults) are pre-identified.
Unlabeled Operational Data: Real-time operational data collected from circuits during normal functioning
to detect unknown or intermittent faults.

Data preprocessing involves handling missing values, scaling numerical features, and feature
selection to retain only the most relevant attributes. We use Principal Component Analysis (PCA) to reduce
dimensionality and optimize the input space for faster model training.

3.3 Model Development
Two types of Al models are developed for fault detection and diagnosis:

1. Machine Learning Models for Fault Detection:

e Algorithms: Random Forest, Support Vector Machine (SVM), and XGBoost are employed for fault
detection.

e Objective: Detect and classify faults into predefined categories with high accuracy.

e Training: The models are trained using 70% of the labeled dataset, and hyperparameters are tuned
using grid search.

2. Neural Network for Fault Localization and Diagnosis:

e Architecture: A Multilayer Perceptron (MLP) is used to localize the faulty component in the circuit.

e Training: The neural network is trained to predict the fault location and type based on the extracted
features.

e Loss Function: Mean Squared Error (MSE) is used as the loss function to minimize prediction errors.

3.4 Real-Time Fault Detection and Diagnosis

The trained models are integrated into the testing environment of VLSI circuits to detect faults in
real time. Upon identifying a fault, the system triggers the neural network model to localize the fault and
provide diagnostic insights for faster resolution.

The framework also employs a [7] feedback loop to continuously learn from new fault data,
improving its fault detection capabilities over time. This dynamic learning process ensures that the system
adapts to emerging fault types.

3.5 Performance Evaluation
The performance of the proposed Al framework is evaluated using the following metrics:
e Accuracy: Measures the percentage of correctly identified faults.
e Precision and Recall: Evaluate the model’s ability to correctly classify faulty and non-faulty states.
e Fault Coverage: The proportion of detected faults out of the total possible fault scenarios.
e Detection Latency: Time taken to detect and diagnose a fault in real time.
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e Scalability: Ability of the framework to handle larger circuits with minimal performance degradation.
Comparative experiments are conducted with traditional ATPG and BIST methods to highlight the
benefits of the Al-augmented approach. The results demonstrate that the Al framework provides superior
fault coverage, faster detection, and improved scalability.
This methodology ensures a robust and adaptable fault detection system suitable for modern VLSI
circuits. The integration of Al with traditional methods not only enhances accuracy and fault coverage but
also enables real-time diagnosis and self-learning capabilities.

4. RESULTS AND DISCUSSION

4.1 Results

The proposed Al-augmented fault detection framework was evaluated using a dataset of simulated
and [8] real-world VLSI faults. The experiments aimed to assess the system's performance in terms of fault
detection accuracy, fault classification, latency, and fault coverage. The key results are summarized as
follows:

4.1.1 Fault Detection Accuracy

The Random Forest model achieved the highest detection accuracy of 98.5%, outperforming SVM
(96.8%) and XGBoost (97.4%).

The neural network-based faultlocalization system correctly identified the faulty components in 94.2%
of cases.

4.1.2 Fault Classification Metrics
e Precision: 97.8%
Recall (Sensitivity): 96.3%
e F1-Score: 97.0%
These metrics demonstrate the framework's effectiveness in minimizing false positives and false

negatives.

4.1.3 Latency
The Al-based system detected faults with an average latency of 1.8 milliseconds, making it suitable for
real-time applications.

Compared to traditional ATPG techniques, which took up to 100 milliseconds per fault test, the Al model
offers significant speed improvements.

4.1.4 Fault Coverage
e The system achieved 99.2% fault coverage, meaning it was able to detect almost all known fault types.

Additionally, the framework detected unlabeled, intermittent faults in operational data, which
traditional methods often miss.

4.1.5 Scalability

e The system maintained consistent performance when tested on larger VLSI circuits with more
components, demonstrating robust scalability.

e Even with a 30% increase in circuit size, the model's accuracy decreased only marginally by 0.5%.

e Theseresults confirm the effectiveness of Al in enhancing the fault detection process, offering both high
accuracy and real-time performance.

4.2 Discussion
The results indicate that the proposed [9] Al-augmented framework significantly outperforms
traditional fault detection methods in VLSI circuits. Several critical insights can be derived from the
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findings:

4.2.1 Accuracy and Fault Coverage

The high accuracy and near-complete fault coverage suggest that Al models can capture subtle
patterns in circuit data that traditional ATPG and BIST methods cannot. The ability to detect intermittent
and unknown faults adds an additional layer of reliability to VLSI testing.

4.2.2 Real-Time Fault Detection

The framework's low latency of 1.8 milliseconds demonstrates that Al can be effectively deployed
for real-time applications. This is particularly beneficial for high-speed circuits, where delays in fault
detection can lead to critical failures.

4.2.3 Scalability and Adaptability

One of the key strengths of the Al-based approach is its scalability. The framework maintained high
performance even when tested on larger circuits, [10] highlighting its applicability for future chip designs
with increasing complexity.

Additionally, the feedback loop ensures that the system continues to learn from new fault
scenarios, making it adaptable to evolving circuit architectures.

4.2.4 Comparison with Traditional Methods

The Al framework provides several advantages over traditional techniques like ATPG and BIST. It
not only reduces test time and hardware overhead but also eliminates the need for exhaustive test pattern
generation. However, the training phase of machine learning models requires large datasets and
computational resources, which could be a potential limitation for resource - constrained environments.

4.2.5 Challenges and Limitations

Although the framework performs well, a few challenges remain. The black-box nature of deep
learning models can make it difficult to interpret how the system arrives at certain fault predictions, which
may hinder root-cause analysis. Additionally, generalizing the model to different types of circuits may
require re-training on domain-specific data.

4.2.6 Future Scope

Future work could focus on developing explainable Al models for better fault diagnosis and
integrating the system with edge devices to enhance real-time performance further. Exploring
reinforcement learning techniques to dynamically optimize testing strategies could also yield additional
improvements.

In summary, the proposed framework offers a scalable, accurate, and real-time solution for fault
detection and diagnosis in VLSI circuits. Its integration with traditional methods and dynamic learning
capabilities mark a significant step toward intelligent chip design in modern [11] electronics.

5. CONCLUSION

This research presents an Al-augmented fault detection and diagnosis framework for VLSI circuits,
demonstrating the potential of machine learning and neural networks to enhance traditional fault detection
methodologies. The framework achieved high accuracy (98.5%), near-complete fault coverage (99.2%),
and low latency (1.8 ms), making it suitable for real-time applications. In addition, the system's scalability
ensures reliable performance for increasingly complex circuits, addressing a critical challenge in modern
chip design.

The ability to detect both known and unknown faults, combined with its adaptability through
continuous learning, offers a robust solution for future intelligent chip designs. While challenges such as
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the interpretability of deep learning models remain, the framework marks significant progress over
conventional ATPG and BIST methods by providing faster detection, reduced testing costs, and improved
reliability.

Future research can explore explainable Al models for better fault diagnosis and the use of
reinforcement learning to further optimize fault testing strategies. Overall, this study highlights the
transformative potential of Al in VLSI circuit design, paving the way for more intelligent, adaptive, and
efficient electronics.
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