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1. INTRODUCTION

Combination of universal connectivity, small sensors, and artificial intelligence has produced an
unparalleled amount of real-time information streams. By 2025, the world is expected to have over 75
billion Internet of Things devices, and is expected to produce about 79.4 zettabytes of data every year [1].
This data needs to be processed in the shortest possible time to be a fundamental requirement of mission-
critical applications like autonomous vehicles, remote surgical robotics, smart grid management, and
industrial automation use. There are two key paradigms of architectures to solve this challenge: cloud-
native computing and edge computing.

Cloud-native architecture uses containerization, micro services and Orchestrator systems like
Kubler-Kossenowski to attain elastic scalability, high availability and centralized control [2]. They however
impose a latency penalty due to wide-area network (WAN) traversal, generally between 80 ms and 200 ms
that is incompatible with ultra-low-latency applications where response times should be less than 10 ms
[3]- On the other hand, edge computing brings the computation close to sources of data, reducing
transmission delays and making inference on the network periphery real time [4]. However, edge
deployments are limited on both computational power, manageability, and resilience vs some centralized
form of cloud infrastructure [5].

The paradigm dichotomy poses a major architectural choice to system engineers and researchers.
Earlier comparative research has focused on individual aspects of performance but the literature does not
exist of a data-driven, holistic and systematic review-based comparison with empirical benchmarking and
multi-criteria analysis. This paper provides an answer to the gap by making a contribution: (i) PRISMA-
conform funding review comprising 22 quality research papers, (ii) controlled experiments with
benchmarks along six performance dimensions, (iii) statistical analysis involving ANOVA and regression
models and (iv) a hybrid framework suggestion with trade-offs which are quantified.

The research questions (RQs) that apply to this research are as follows: RQ1: What are the
measurable performance differences between cloud-native and edge computing systems with real-time
workloads? RQ2: What is the architecture that has better features in terms of latency, throughput, energy,
scalability, fault tolerance, and security? RQ3: What are the circumstances of implementation in which a
hybrid architecture is more desirable as opposed to either of the two paradigms? The rest of this paper is
organized in the following way: Section 2 covers related work, Section 3 covers the methodology, Section 4
covers results and discussion, Section 5 covers future research directions.

2. RELATED WORK

2.1 Cloud-Native Architectures for Data Processing

Since container orchestration platforms have been introduced, cloud-native computing has grown
considerably. A taxonomy of patterns of cloud-native architecture was introduced by [6], making micro
services decomposition and declarative infrastructure the fundamental pillars.

Future experiments on auto scaling of stateful micro services on variable workloads in 10T
identified by [7] found 23 % better resource use with predictive scaling. The implementation of service
meshes like Istio has also contributed to the improvement of the observability and traffic control of cloud-
native deployments, as seen by [8].

Apache Kafka, Apache Flink, and Spark streaming are all stream processing frameworks that have
been extensively tested in the cloud-native platform. A systematic comparison of these platforms on high-
velocity IoT data streams made by [9] revealed that Flink was 2.1x faster than Spark Streaming at 99th-
percentile latency of 50 ms and below. Nonetheless, these works failed to perform an analysis of edge
deployment, which restricted their use to latency-critical applications.

2.2 Edge Computing Architectures
Edge computing has become an essential facilitator of time-constrained applications. The
introductory work [10] established the essential edge computing architecture, that defined the benefits of
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edge computing in terms of reducing latency and saving bandwidth in case of IoT workloads. The ETSI-
defined standard of Mobile Edge Computing (MEC) was experimented on a large scale [11] confirmed that
optimization of task offloading in MEC systems could cut end-to-end latency by up to 78 % on
computationally-intensive tasks. [12] Have tested the Open Horizon platform and Eclipse io Fog framework
as edge orchestration systems, finding that the lifecycle management approaches have some severe
deficiencies relative to cloud-native ones.

The middle layer between edge and cloud has been discussed as fog computing, which could be
used in aggregating loT data. [13] Presented the reference architecture of the fog computing, which is useful
in geographic distribution and hierarchical processing. The increasing availability of edge hardware
platforms (NVIDIA Jetson, Intel NUC and Raspberry Pi 4) has, however, made generalizability of
performance studies more difficult, according to [14].

2.3 Hybrid and Collaborative Architectures

Having understood the complementary advantages of two paradigms, scholars have considered
hybrid architectures. [15] Suggested a single framework that integrates the fog, edge, and cloud layers and
showed better Quality of Service (QoS) in heterogeneous IoT app. [16] formulated a DRL to workload-
scheduling DRL cloud-edge collaboration, where latency is reduced by 31 %S compared to a fixed
offloading policy. [17] Suggested strategies to place applications in fog-cloud environments and modeled
trade-offs among response time, energy, and cost, through a multi-objective optimization model.

2.4 Security and Privacy Considerations

There are special challenges of security in distributed edge-cloud environments. [18] Have
examined threatening vectors that are unique to edge computing implementations and found
authentication, data integrity, and physical tampering to be the most significant issues that do not exist in
centralized cloud models.

[19] Have suggested a fog-assisted authentication scheme to IoT devices and found that the latency
of authentication decreases by 40 % as compared to cloud-only solutions. The disadvantage of edge
computing compared to cloud providers on the cost of data localization is a fiercely debated subject
deserving of empirical research [20].

2.5 Research Gap

The critical review of the available literature shows that there are several gaps that have been filled
by this study. To begin with, no previous systematic review has used PRISMA to focus on cloud-native or
edge computing comparisons in real-time processing. Second, there are no studies of multi-dimensional
benchmarking with ANOVA-based and statistically validated. Third, architecture selection has not been
applied using any MCDA framework to diverse application domains. These gaps are directly addressed by
this research with its integrated approach.

3. METHODOLOGY

3.1 Systematic Literature Review Protocol

The systematic review part of this study is based on the guidelines of PRISMA (Preferred Reporting
Items to Systematic Reviews and Meta-Analyses) 2020 [21]. The SLR was carried out in five electronic
databases: IEEE Xplore, ACM Digital Library, Elsevier Science Direct, Springer Link, and Google Scholar (to
access the grey literature).

The search query was as follows: (“cloud-native”) OR (“cloud computing”) AND (“edge
computing”) OR (“fog computing”) OR (“MEC”) AND (“real-time”) OR (“latency”) AND (“IoT”) OR (“data
processing”) AND (“performance”) OR (“benchmark”) OR (“comparison”).

Inclusion criteria: (i) peer-reviewed articles that were published within 2018-2024, (ii) empirical
or experimental research design, (iii) performance measurements reported (quantitative), (iv) english
language. Exclusion criteria removed: review articles that lack primary data, those that only described
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qualitative comparisons and grey literature that lacked a verifiable methodology. The PRISMA flow is
depicted in Figure 1. A total of 643 records were found post-deduplication (n=487), title/abstract screening
(n=210 excluded) and full-text assessment (n=87), 22 studies passed all criteria to be included finally.

IDENTIFICATION

Records identified from databases: 643

IEEE Xplore: 198 | ACM DL: 142
Elsevier: 127 | Springer: 98
Google Scholar: 78

i

After deduplication: 487

After title/abstract screening: 210 removed
Full-text retrieved: 277

i

Studies assessed for eligibility: 87
» Excluded (no quantitative metrics): 42
« Excluded (non-English): 12
» Excluded (pre-2018): 11

{

FINAL INCLUDED STUDIES: 22

Figure 1. PRISMA 2020 Flow Diagram Depicting the Systematic Literature Review Process

3.2 Experimental Benchmarking Design

The experimental element deployed experimental workloads in 3 testbed systems (a) Cloud-
Native Testbed Cloud-Native testbed GKE cluster (4 nodes, n1-standard-8) with 8 vCPUs and 30GB RAM on
a single node (n1-standard-8 in the us-centrall region (b) Edge Testbed inference Cluster of 6 NVIDIA
Jetson AGX Xavier 32GB RAM devices co-located with sources of data, with an orchestrating and
aggregating system in the nl-standard-Three scenarios of loT applications were included in workloads,
which include (S1) Smart Healthcare ECG streaming analysis (1,000 events/sec/device, 50 devices), (52)
Industrial fault detection through vibration sensor data (5,000 events/sec, 20 machines), (S3) Smart traffic
management video analytics (1,080p, 30fps, 12 cameras). The performance was recorded on six metrics,
such as end-to-end latency (ms), processing throughput (events/sec), energy consumption (W), horizontal
scalability index, fault tolerance recovery time (ms), and security overhead (%) entity.

3.3 Statistical Analysis Framework

The enforcement of the statistical rigour was done by: (i) One-Way ANOVA to test the significance
of the differences between the performance across the architectures (significance level o = 0.05), (ii) Post-
hoc Tukey HSD tests to test the significance of the difference between latency and the payload size, (iii)
Linear regression model to characterize the latency as the function of the payload size, (iv) Multi-Criteria
Decision Analysis (MCDA) with the use of the Weighted Sum Model (WSM) to calculate composite
architecture Included SLR papers were assessed (using the Newcastle-Ottawa Scale (NOS) adapted to
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empirical computing studies) on a scale of selection, comparability and outcome dimensions, which
assesses the quality of the included papers.

4. RESULTS AND DISCUSSION

4.1 Systematic Review Results

The 22 selected articles were divided into the main focus: 8 articles (36.4) on cloud-native [oT
processing, 9 articles on edge/fog computing (40.9%), and 5 articles on hybrid structure (22.7%). The years
of publication were 2018 to 2024, although the rate increased significantly after 2021, which is indicative
of industry IoT adoption. Table 1 shows the quality evaluation scores and significant results of included
studies. The mean of NOS score was 7.3/9 (SD = 0.8), which showed great methodological integrity in the
corpus.

Table 1. Quality Assessment of Selected Studies in Systematic Literature Review

. i NOS Sample Lo
Ref. | Study Focus | Architecture Metrics . Year | Key Finding
Score Size
Micro services
loud-nati labili
(] | Cloudmative | o d-Native | SRR, | g g N/A | 2019 | +container
taxonomy Availability
key patterns
Auto-scaling 23% util. gain
. Resource e
[7] IoT Cloud-Native Ul 7/9 500 nodes | 2020 | w/ predictive
workloads ' scaling
Flink 2.1x
. Th h 107
[o] | SweAmProc. | o 4 Native | LProushput g 0%6 | 2021 | better than
benchmark Latency events/s
Spark
Edge
) Latency, , 78% latency
10 t Ed 9/9 50d 2018
[10] computing g¢ Bandwidth / evices reduction
framework
MEC Task offload
. Latency,
[11] offloading Edge 8/9 30 UEs 2020 78% lat.
. Energy .
optim. reduction
Platform
E HW Th h h i
[14] dge Edge roughput, 7/9 8 platforms | 2021 eterogenelty
platform eval. Power complicates
benchmarking
QoS
All- fog- S, . :
[15] one 1og Hybrid Qo 7/9 200 devices | 2019 | improvement
edge-cloud Latency
35%
DRL 31% latency
. Latency, .
[16] workload Hybrid Cost 8/9 100 nodes | 2022 reduction
scheduling DRL vs static
App Energy Multi-
f biecti
[17] placement Hybrid Response 8/9 80 apps 2021 I
. Pareto
fog-cloud Time .
optimization
Fog-assisted Securit 40% auth.
[19] & Edge Y 7/9 500 devices | 2020 latency
auth. [oT Latency )
reduction
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4.2 Benchmarking Results

Table 2 indicates that cloud-native architecture had a large mean end-to-end latency in all three
scenarios as opposed to edge deployments. In the case of Scenario S1 (smart healthcare), edge computing
got 6.2 ms compared to 138.4 ms with cloud-native (t(28) = 47.3, p < 0.001). Figure 2 regression analysis
haslatency as linear function of payload size, which indicates that cloud-native coefficient of slope (1=1.47
ms/KB) is 18.3 times higher than edge coefficient of slope (1 = 0.08 ms/KB), indicating that edge latency
is much more resilient to increasing payload size. The results of ANOVA supported the hypothesis that
architecture type was the most significant predictor of latency variance (F (2, 87)=312.4, p < 0.001,
1n2=0.878), with 87.8 percentage variance of the total variance.

Table 2. Comprehensive Benchmarking Results across Cloud-Native, Edge, and Hybrid Architectures

Cloud-
Ed Hybrid
Performance Native ge ybrk ANOVAF- Best
i (Mean * (Mean £ P-Value .
Metric (Mean * stat Architecture
SD) SD)
SD)
L -S1:
atency - S1 1384 +
Healthcare 127 6.2+0.8 89+1.2 F(2,87)=312.4 <0.001 Edge
(ms) '
Latency -.SZ: 145.1 +
Industrial 143 9.1+1.1 11.3+1.5 | F(2,87)=298.7 <0.001 Edge
(ms) '
Latency - S3: 144.5 +
9.6+1.3 121+1.6 | F(2,87)=287.2 0.001 Ed
Traffic (ms) 13.9 ( ) ) ge
Throughput 48,200 = 12,400 = 31,800 ,
F(2,87)=156.3 <0.001 Cloud-Nat
(events/sec) 3,100 1,200 2,400 (2,87) oud-Native
Energy
2,840 185.6 +
Consumption 384+4.2 F(2,87)=421.8 <0.001 Edge
210 21.3
W)
Scalability
4=£0. 1+04 7.2%0. F(2,87)=398.1 .001 loud-Nati
Index (1-10) 9 0.3 3 0 0.5 (2,87)=398 <0.00 Cloud-Native
Fault 1240+ .
Recovery 320 £45 180 420+55 | F(2,87)=187.4 <0.001 Cloud-Native
Time (ms)
Availability 99.95 + 97.83 £ 99.71 +
F(2,87)=214.6 0.001 Cloud-Nati
(%) 0.02 0.31 0.08 (2,87) ) oud-Native
Security
Overhead 4.2+0.6 18.7+2.1 7.3+09 | F(2,87)=1429 <0.001 Cloud-Native
(%)

4.3 Throughput and Scalability Analysis

Figure 2 shows the regression plots of latency and payload and the comparison of scalability index
in the architectures. The throughput performance (48,200 * 3,100 events/sec) of cloud-native architecture
was found to be more superior to that of edge deployments (12,400 + 1,200 events/sec), which represents
the summative computational resources of the multi-node cloud clusters. The scalability index is defined
as the ratio of throughput at 200 % baseline load to baseline throughput and was 9.4 of cloud-native against
3.1 of edge. This 3.03x differentiation is affirmative of the inherent elasticity advantage of cloud
orchestration platforms. Cloud workloads scaled between 4 and 32 replicas in 47 seconds using Kubernetes
Horizontal Pod Auto-scaler (HPA) policies, versus 1 hour to scale using the edge deployments where
hardware capacity was fixed.

Journal homepage: https://journal. hmjournals.com/index.php/JAIMLNN


https://journal.hmjournals.com/index.php/JAIMLNN

Journal of Artificial Intelligence, Machine Learning and Neural Network (JAIMLNN) ISSN: 2799-1172 O 17

Latency vs. Payload Size (Regression)
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Payload (KB)
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Figure 2. (Left) Latency-Payload Regression Analysis Comparing Cloud-Native, Edge, and Hybrid
Architectures (Right) Normalized Multi-Criteria Performance Comparison Matrix (0-10 Scale)

4.4 Energy Consumption and Sustainability Analysis

Energy efficiency became a factor of major distinction. The 38.4 W (mean) per processing node
was consumed by edge deployments (compared to 2,840 W per processing node of an identical cloud
cluster with the same throughput per request). Per event procedure, the cloud cluster used 0.059 m]/event,
edge nodes used 0.031 mJ/event and the edge deployments were 47.5% times more energy efficient. This
result has implications on deployments that are sustainable and battery-powered IoT edge devices. When
scaled to cost per 10,000 events processed, as Table 3 shows, edge deployments provide a cost reduction
of 89 % in energy but infrastructure capital expenditure greatly reduces the difference.

Table 3. Cost and Energy Analysis Comparison for Processing 10,000 Events

Cost/Energy Parameter Cloud-Native Edge Hybrid Edge Advantage
Energy/10K events (m]) 590 310 428 47.5% lower
1 10K
Cloud Compute(;’ st/10K events 0.0042 0.0005 0.0018 88.1% lower
Bandwidth cost/10K events ($) 0.0031 0.0002 0.0008 93.5% lower
Total OpEx/10K events ($) 0.0073 0.0007 0.0026 90.4% lower
CapEx per node ($) ~$0 (pay-as-go) | $380 $95 (edge share) | Cloud advantage
CO; equiv. per 10K events (g) 0.28 0.15 0.21 46.4% lower

4.5 Multi-Criteria Decision Analysis (MCDA)

MCDA with the Weighted Sum Model was used on all six metrics using weights of expert survey
(n=42 domain experts): Latency (0.30), Throughput (0.20), Energy Efficiency (0.15), Scalability (0.15),
Fault Tolerance (0.12) and Security (0.08). The hybrid architecture delivered the largest MCDA composite
score (7.4/10) as shown in Figure 3 and Table 3, then cloud-native (6.6/10) and edge (5.1/10).
Nonetheless, sensitivity analysis showed that at latency weight greater than 0.45 (as in autonomous vehicle
or surgical robotics), the edge architecture has a higher composite score than the cloud-native deployment.
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MCDA Weighted Scores by Application Domain

Application Domain Cloud Edge Hybrid
Smart Healthcare 5.1 8.4 8.9
Industrial loT 4.8 8.1 8.6
Smart Traffic 5.4 7.9 8.8
Content Analytics 9.2 43 7.1
Enterprise SaaS 9.4 3.8 6.4
Smart Grid 6.1 7.2 8.3

Architecture Selection Decision Framework

Latency Req. Scale Req. Recommended Architecture
<10 ms Low Pure Edge

<10 ms High Hybrid (Edge-first)

10-50 ms Low Hybrid (balanced)

10-50 ms High Hybrid (Cloud-heavy)

>50 ms Low Cloud-Native

>50 ms High Pure Cloud-Native

Figure 3. (Left) MCDA Weighted Scores by Application Domain for all Three Architectures (Right)
Architecture Selection Decision Framework Based on Latency and Scalability Requirements

4.6 Security and Fault Tolerance Analysis

The security overhead, i.e. the percentage by which processing time increases based on the
encryption, authentication, and access control operations, was 18.7% in the case of edge deployments
versus 4.2% in the case of cloud-native systems. This difference is because the edge devices have poor
cryptographic acceleration hardware and disjointed certificate management infrastructure. Nevertheless,
edge architectures have an advantage of data locality to minimize the exposure to in-transit interception
threats. The availability of cloud-native systems was 99.95% (or 26.3 minutes of downtime per year), which
is achieved by Kubernetes self-healing, pod restarts policy, and multi-zone redundancy. Availability of
97.83% (which corresponds to 188 hours of downtime per year) of edge nodes indicates hardware failure
rates and the lack of live migration facilities of cloud hypervisors.

The hybrid architecture suggested reached 99.71% availability by having stateful service
management based on cloud orchestration and delegating edge nodes to latency-critical inference. The
hybrid architecture (420 ms) fault recovery time was comparable to cloud-native recovery (320 ms) and
was 2.95x faster than edge-only recovery (1,240 ms), which shows that orchestration layers in clouds can
substantially eliminate edge reliability shortcomings. These results are consistent and complementary to
the security analysis of [18], [22] are broader to the extent that hybrid deployments may provide near-
cloud reliability and edge-grade latency.

5. CONCLUSION

The paper has been a thorough comparison of cloud-native and edge computing architecture to
process data in real-time by integrating a PRISMA-directed systematic literature review of 22 high-quality
papers with controlled empirical benchmarking of six performance dimensions. The research had three
quantitative rigor research questions and delivered various significant contributions.

RQ1 could be answered in a quantitative way: edge computing has reduced mean latency (94.2%
lower: 8.3 ms instead of 142.7 ms) and cloud-native has 3.88x greater peak throughput and 9.4/10 versus
3.1/10 at the scalability index. RQ2 was answered with ANOVA with confirming that the type of
architecture was the most significant determinant of performance (m2=0.878) and that there was no
univariate best paradigm. Edge is doing well with latency and energy efficiency cloud-native is doing well
with throughput, scalability, availability and security overheads. MCDA provided the answer to RQ3,
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showing the hybrid architecture to be the best composite performer (7.4/10), especially in the latency-
sensitive fields like smart healthcare, industrial IoT, and smart grid management.

The hybrid framework that optimizes edge nodes using clouds and aggregation with clouds was
proposed and showed a 94.2 % reduction in the latency compared to pure cloud-native but retained 99.71
% availability and allowed offloading the workload dynamically. The decision model laid out in Figure 3
can be directly implemented: applications with latency requirements less than 10 ms are to be deployed
using pure or edge-primarily hybrid configurations applications whose scalability and availability needs
are more important than their latency requirements at 50 ms or higher should be deployed using cloud-
native designs.

The research directions in the future are: (i) the assessment of the 5G MEC-integrated hybrid
architecture into ultra-dense scheme of devices, (ii) the development of federated learning to train
distributed models across hybrid beade-cloud infrastructures, (iii) the formal security verification
frameworks of the hybrid edges-cloud trust boundaries, and (iv) the dynamic adaptive frameworks of
research nodes that re-curve the architecture topology in relation to the reality of work load. The
benchmarking scripts and datasets applied in this paper are openly accessible to enhance the
reproducibility and comparative analysis.
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