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1. INTRODUCTION

As an example, the increasing ubiquitousness of various intelligent edge devices, such as
smartphones, wearables, medical sensors and industrial [oT platforms, has created unparalleled mountains
of distributed, privacy-oriented data that must adhere to the regulation, such as the General Data Protection
ablation are detailed in Section 4. The paper is concluded in section 5. Regulation (GDPR), the Health
Insurance Portability and Accountability Act (HIPAA) and the EU Al Act [1]. The current centralized
machine learning (ML) approach, where raw data is aggregated on a central server, is not allowed by law
in numerous geographies and not possible under the data sovereignty restrictions.

The challenge is met by Federated Learning (FL) [2] which involves a federated network of clients
training a model in collaboration by only sharing model parameters or gradients, not the actual data. But
there are two basic and interrelated challenges to practical FL deployments. First, in real world situations,
datasets of clients are not identically distributed locally, are heterogeneous and non-stationary and in many
cases non-independent (non-IID) with respect to each other, which means that when training locally, the
client drifts from the original data, and when testing locally, the performance degrades when the clients are
aggregated globally [3]. Second, gradient-based privacy attacks have been proven to be very effective: [4]
showed that private training samples can be reconstructed with high fidelity directly from shares of
gradients, thus violating the privacy assumptions of FL.

At the same time, self-supervised learning (SSL) has taken the center stage in the field of
representation learning. Contrastive methods like SimCLR [5], MoCo [6] and BYOL [7] have also performed
well in comparison to full data supervised methods without the use of the labeled data. For this reason,
integrating SSL into federated frameworks is an appealing option since it can overcome the limitations of a
lack of labels for heterogeneous clients while utilizing local data that is rich in unlabeled data. While the
situation of federated SSL, non-IID heterogeneity and formal differential privacy guarantees is still
significantly under-explored, this is a vital one. Currently available federated SSL methods, such as those in
[8], [9] do not guarantee formal DP, and the simultaneous non-IID and DP convergence is not well
understood theoretically.

Differential privacy (DP) [10] is a well-defined mathematical tool to limit the information
disclosure of individual data items. DP-FL methods [11] add calibrated Gaussian or Laplace noise to the
gradient updates, which however has a naive uniform noise injection that affect utility, particularly in high-
dimensional gradient spaces typical in deep neural networks. In non-IID settings, where SNR is further
reduced due to “client drift”, the need for privacy vs. model utility is further complicated [12].

This paper proposes a unified federated self-supervised learning framework called FedSSL that
overcomes these challenges. FedSSL is contributing in the following four main ways:

1. FedSSL Framework: A federated self-supervised learning model with a federated self-supervised
learning framework by incorporating local contrastive NT-Xent objectives and a momentum-updated
global prototype distillation mechanism for transferable representation learning across non-IID clients
without labelled data.

2. Selective Gradient Perturbation (SGP): A novel DP mechanism that uses an empirical Fisher
Information Matrix (FIM) approximation based on the diagonal to identify the privacy-sensitive
gradient subspaces, focusing Gaussian noise on top those subspaces while reducing noise in the
orthogonal ones significantly enhances the privacy-utility frontier.

3. Formal Convergence Guarantees: Theoretical results showing that FedSSL is O(1/VT) convergent
under simultaneous non-IID data heterogeneity and (¢, §)-DP constraints and with DP penalty reduced
by SGP subspace selection.

4. Comprehensive Empirical Validation: State-of-the-art results for five different, but similar
heterogeneous benchmark domains (healthcare, image classification, activity recognition, and natural
language processing) that establish its superiority over all evaluated federated privacy-aware baseline
models.
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The rest of this paper follows the structure below. In Section 2, the literature related to the present
work is discussed. The FedSSL methodology is discussed in Section 3. The results, discussion and ablation
are detailed in Section 4. The paper is concluded in section 5.

2. RELATED WORK

2.1 Federated Learning under Non-lid Data

The baseline FedAvg algorithm [2] works well for IID-case, but suffers from serious difficulties
when the client distributions are not IID. In [3] the first mathematical non-IID convergence bounds for
FedAvg are introduced, which brings into focus the dependence of convergence with respect to client
heterogeneity. To prevent client drift, FedProx [13] added a proximal regularization term to ensure that
the changes made by the client are kept within a certain bound. SCAFFOLD [14] is an extension of the
original algorithms that explicitly correct for gradient variance from partitioning that is non-IID resulting
in tighter convergence guarantees. FedNova [15] and FedDyn [16] also use adaptive gradient correction
mechanisms to tackle the issue of objective inconsistency due to inconsistent local updates. A few works
have also been done to extend federated optimization to continual learning, where knowledge transfer is
performed in a weighted manner between federated clients [17] and even [18] introduced a clustered
federated learning approach to address extreme statistical heterogeneity by applying clustering on data
distributions among federated clients. All these approaches are however, supervised, and not able to
include SSL or formal DP.

2.2 Differentially Private Federated Learning

[10] Was the first formalizer of differential privacy, which also laid the foundations of theory of
privacy-preserving computation. [11], [12] proposed DP-FedSGD & DP-FedAvg, respectively, where they
added Gaussian noise to the client gradient updates before aggregation. To meet the above requirement for
iterative federated training, [19] introduced Rényi Differential Privacy (RDP) which allows tighter
composition bounds over multiple communication rounds. Sparse gradient methods [20] use DP noise on
the top-k components of the gradient, though are not based on any principled selection of the gradient
components [21]. They also further explored sparse gradient compression for distributed learning, and
showed that although it decreases the communication cost, it increases the approximation error under
noise. Building on this theoretical work, we find in [22] refined convergence bounds for FedProx under the
local dissimilarity condition, giving a non-smoothness result that complements our theoretical analysis.
This work is extended in our SGP mechanism, where we use the Fisher Information Matrix to allocate noise
to the true privacy sensitive gradient subspaces as opposed to the magnitude based sparsity.

2.3 Self-Supervised and Contrastive Learning

In SimCLR [5] they introduced contrastive self-supervised learning by adding some augmented
positive pairs, and it was concluded that robust data augmentation and large batch sizes lead to good
representation quality. We present MoCo, a momentum encoder that decouples the batch size from the
number of negative samples [6].

In [7] it is proposed that negative samples are completely avoided by bootstrapped online-target
learning utilizing a momentum-updated target network. The SSL is adapted to federated settings by [8], [9]
with the FedSimCLR and MOON respectively, the latter using contrastive objectives between local and
global model representations. However, neither of them offers formal DP guarantee or non-IID plus DP
theoretical analysis. The integration of privacy, heterogeneity, and self-supervision are acknowledged as
some of the key challenging areas of federated learning [23]. To meet this need, FedSSL introduces a new
approach that combines momentum distillation with privacy-preserving gradient perturbation based on
SGP in a unified convergence-theoretic framework.
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3. METHODOLOGY

3.1 Problem Formulation

Suppose that there are N = 10 “clients” with their own local data set D; that are sampled from local
distribution P;. We have a semi-supervised problem environment, where for most clients only about 5% of
the samples is labeled, and the majority is unlabeled. The objective of the global optimization is:

min® Zi-,* p; - Li(6; D), where p; = |Dy| / Z; |Dj|

Is subjected to (¢, 6) differential privacy constraints: No raw data or information that compromises
privacy leaves from any client device. The P; distributions are assumed to be heterogeneous (i.e., non-IID)
and modeled using Dirichlet partitioning, with concentration parameter a_Dir = 0.1, as suggested by the
experimental protocol in [24].

3.2 Local Contrastive Objective

Data augmentation is stochastic in each client, with clients producing two correlated views (x*, x7)
from each x. Both views are encoded in an online encoder f6 and g¢ and normalized to z* and z". The local
NT-Xent (normalized temperature-scaled cross-entropy) contrastive loss over mini-batch B is given by:

L_con =-X; log[ exp(sim(z;*, z;7)/t) / Zk#i exp(sim(zi*, i) /1) |

Where sim (s,¢) is the cosine similarity and t = 0.07 is the hyperparameter of the temperature,
tuned to maximize the uniformity of the representations. This objective could be capably expressed as an
incentive for representations of the same sample to be close together, and representations of different
samples to be farther apart.

3.3 Momentum Distillation from Global Prototypes

To offset client drift that can result from client distributions not being independent and identically
distributed, FedSSL provides a global prototype alignment mechanism. To ensure global prototypes
embeddings {p_c} are computed for each cluster c, using an exponential moving average (EMA) of the
aggregated weights of the encoder across the rounds. Each client broadcasts prototype embeddings in each
round of the communication process. For each client, it is necessary to reduce another distillation loss:

L dist = Zy || fO5(x) — sg(p_{c(0)}) [|-2°

Here, sg (¢) represents the stop-gradient operator preventing gradient propagation from the
prototype to the local encoder, while p_{c(x)} is the global prototype for the cluster c(x) of input x and is
picked using online k-means clustering procedure. This is the sum of the two terms:

L local = L_con + A - L_dist, withA=0.5

The momentum distillation term can be treated as a regularization term that pulls local
representations towards prototypes that are shared across all clients, minimizing divergence between the
different clients without sharing raw data.

3.4 Selective Gradient Perturbation (SGp)

Standard DP-FL randomly adds Gaussian noise to all gradient components, which inappropriately
adds large amounts of noise to low information density components, while adding minimal noise to high
information density components. The information density is not uniform across the gradient space, and
thus it is unnecessarily wasteful to add a high amount of noise to components with low information density.
Here, SGP tackles the issue by estimating the per-component privacy sensitivity through the diagonal
Fisher Information Matrix (FIM).

Specifically, each client calculates an approximation to the FIM of the client with the linear map
diag (VL; o VL;) to compute.Specifically, each client computes an approximation of the FIM of the linear map
diag (VL; o VL;). The upper a fraction of gradient components with the largest Fisher sensitivity is called
the subspace S, which is applied the noise o_high; the complementary subspace S¢ with components having
smaller Fisher sensitivity is applied attenuated noise with o_low = 0.1 ¢ ¢_high. In case of non-uniform
perturbation, the noise energy is decreased by a factor of § = 1 - a(1 - o_low/o_high). It is provably secure
against (g, 6)-DP via Gaussian mechanism composition across subspaces in the SGP mechanism.
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3.5 Fedssl Framework Overview

The FedSSL system architecture is composed of a number N of heterogeneous clients, located in
various application domains, working together with a central aggregation server, as depicted in Figure 1.
Each client performs local self-supervised traning using L_local, computes FIM-guided gradient selection,
adds SGP noise to the gradients, uploads the perturbed gradients to the server, the server aggregates the
gradients, updates the global model, updates prototype embeddings, and broadcasts the updated prototype
embeddings. The bidirectional formal (g, §)-DP communication forms the main protocol of FedSSL.

Aggregation Server
(Global Model & Prototype Bank)

—
Global Prototype
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—p: "
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Figure 1. Fedssl Framework under Dp Guarantees

3.6 Theoretical Convergence Analysis

Theorem 1 (Convergence under DP). Suppose L;’s are assumed to be L-smooth and p-quasi strongly
convex L; locally. With (g, 8§)-DP via SGP noise injection, after communication T rounds, the expected
squared gradient norm is bounded by:

E[IVFwWo|I?] < 0(1/VT) + 0(c_.DP? - a*d/(N-B)) + I'_{non — [ID}

Where ad is the effective noise dimension that can be reduced from d using SGP subspace selection,
and I'_{non-IID} is a bounded heterogeneous term that satisfies monotonic descent with respect to the
lambda of the distillation weight. The convergence rate has the following result: O(1/VT), which
corresponds to the standard converging rate in the federated system, with the DP noise penalty being
mitigated by the SGP subspace factor a < 1. Full proof is given by Lemmas A.1-A.4 in the Supplementary
Material; the proof follows a descent lemma with some modifications to take into account correlated noise
over subspaces.

4. RESULTS AND DISCUSSION

4.1 Experimental Setup

e Benchmarks: CIFAR-10 and CIFAR-100 (image classification), MedMNIST-Derma (medical imaging),
HAR (accelerometer-based human activity recognition), and AG News (text classification). To check for
severe non-IID scenarios, data was stored across N = 10 clients, with a Dirichlet distribution with
concentration parameter a_Dir = 0.1. The value of the labelled fraction was kept constant at 5% for all
the clients across all of the benchmarks. The reported results are average accuracy (95% confidence
interval) over 5 independent random seeds. To start with, the privacy budget was taken as § = 107>, all
the way through.

e Baselines: Local-Only SSL (no federation), FedAvg [2] (supervised federated baseline), FedProx [13],
SCAFFOLD [14] (fed SSL with no DP), and DP-FedSGD [12] (fed SSL with DP). It is important to note
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that all the SSL-free baselines use supervised fine tuning on the labeled set after the unsupervised pre
training phase, thus being comparable to the fair test.

4.2 Main Performance Results
Table 1. Test Accuracy (%) On Five Federated Benchmarks (E=10, A=107°, A_Dir=0.1, N=10)

Method CIFAR-10 | CIFAR-100 | MedMNIST HAR AG News
Local-Only SSL 71.3+1.2 42.1+1.8 74.5+1.4 82.1+0.9 80.4+1.1
FedAvg (supervised) [2] | 76.4%0.8 47.3%1.2 78.9+1.1 84.8+0.7 83.1£0.9
FedProx [13] 77.9+0.7 48.5£1.0 79.3+1.0 85.5£0.6 83.8+0.8
SCAFFOLD [14] 79.1+0.6 50.2+0.9 80.1+0.9 86.3+0.5 84.5+0.7
FedSimCLR [8] 80.3%0.6 51.8+1.0 81.0£0.8 87.0£0.5 85.2+0.6
DP-FedSGD [12] 72.1+0.9 43.9+1.4 75.2+1.2 83.0£0.7 81.0£0.9
FedSSL (Ours) 85.640.4 57.3+0.7 86.2+0.6 91.440.4 88.7£0.5

Despite the formal DP-guarantee, FedSSL has the highest accuracy for all five tested benchmarks,
as indicated in Table 1. The improvement is especially significant when compared to FedSimCLR (5.3% on
CIFAR-10 and 13.5% on HAR), and DP-FedSGD (4.4% on CIFAR-10 and 12.8% on HAR), demonstrating the
effectiveness of momentum distillation in representation space high-dimensional and with strong
distribution shift. Overall, the results on MedMNIST-Derma (+5.2% over FedSimCLR) clearly indicate its
potential utility for privacy-sensitive healthcare applications. In particular, FedSSL under tight DP (e=10)
achieves significantly better results than DP-FedSGD on all domains, confirming that SGP is an effective
privacy-preserving mechanism that still achieves good gradient utility under a formal DP constraint.

4.3 Convergence Analysis

As shown in Figure 2, FedSSL correctly performs the task within 22 communication rounds while
FedSimCLR and FedAvg take 31 and over 40 communication rounds, respectively, for 80% accuracy on
CIFAR-10, a communication reduction of 29% and 45%. The convergence is thought to be due to the global
prototype distillation mechanism which delivers uniform cross-client representational cues from the very
first training session. Importantly, FedSSL reaches the top end of the centralized federation accuracy
(88.4%), just 2.8% short, showing that the federation overhead under the SGP noise is negligible.
80
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Figure 2. FedSSL Convergence Performance on CIFAR-10
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4.4 Privacy-Utility Trade-off

In our experience, these privacy-utility trade-offs are shown in Figure 3 for various privacy
budgets € € {0.1, 0.5, 1, 2, 5, 10}. FedSSL is always the most dominant FedAvg for all tested budgets on
privacy with the absolute advantage increasing as the privacy budget gets tighter. At the highest budget (¢
= 0.1), FedSSL fine-tunes its policy to 71.2% whereas FedAvg fine-tunes its policy to 63.5%, a +7.7%
improvement due to the reduction of the effective- noise dimension (d to ad) by SGP. This empirical finding
validates the theoretical noise attenuation given in Theorem 1.

Test Accuracy vs. Privacy Budget € (CIFAR-10) Accuracy Advantage of FedSSL over FedAvg
Gaussian DP (5 = 107%)
100 12
o5 | |~ FedsSL (Ours)
—a— FedAvg 89.4 90.6 310 -
3
g 2
z g gfum T e
© S +6.7%
3 i) +5.9% v
Q pad] 6 Sl +5.8% +5.6%
< o
- e
a 5
2 S 41
3 )
2 =
g <
<
50 L . . : 0 -
107 100 10! 102 107" 10° 10 102
Privacy Budget € (log scale) Privacy Budget € (log scale)

Figure 3. Privacy-Utility Trade-Off on CIFAR-10 under Gaussian DP

4.5 Ablation Study

Finally, to assess the contribution of each FedSSL component, we systematically ablate CIFAR-10
in the more restrictive budget (¢ = 1, § = 107°). The contributions of each component to the overall system
performance are as indicated in Table 2.

Table 2. Ablation Study on CIFAR-10 (E=1, A=107°)

Variant Accuracy (%) Rounds to 75% A Acc.
FedSSL (Full) 79.5+0.5 28 —
w/0 Momentum Distillation 76.2 +0.6 36 -3.3
w/o0 SGP (uniform DP noise) 73.8+0.6 41 -5.7
w/o Contrastive Learning 72.1+0.7 45 -7.4
w/o SSL + SGP (DP-FedSGD) 67.4+0.8 55+ -12.1

No momentum distillation results in a 3.3 % accuracy loss and 36 convergence rounds vs. 28 with
momentum distillation, showing that the top-priority need for nON-IID partitioning is global prototype
alignment to prevent client divergence. We demonstrate that Fisher Information guided noise allocation
significantly outperforms naive perturbation with a degradation of 5.7% for replacing SGP with uniform
DP noise, confirming the ability of Fisher Information based noise allocation to push the privacy utility
frontier further than naive perturbation. The accuracy is lowered by 7.4% when the contrastive learning
goal is removed, demonstrating the critical role of self-supervised representation learning for
generalization with limited amounts of labeled data. The largest degradation, 12.1%, is obtained when
removing both SSL and SGP (which is equivalent to DP-FedSGD), thus seeing the strong synergy between
representation quality and the mechanism design for privacy.
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4.6 Discussion

All the experimental results together confirm FedSSL' design philosophy: The high quality self-
supervised representations learnt by contrastive objectives, and globally aligned by momentum
distillation, can coexist with strong differential privacy guarantees, and gradient perturbation can be
steered by information-theoretic estimates of differential privacy. SGP mechanism illustrates that not all
the components of the gradient have the same privacy sensitivity and that useful concentration of noise can
significantly boost practical usability with only a minor degradation of the formal privacy guarantees.

Some comments are made to highlight several observations. The improvements in communication
efficiency (29-45% reduction in rounds) are of considerable practical importance for a bandwidth limited
edge deploy. Secondly, the robust performance even when the required DP is limited (& = 1), shows that
FedSSL is well-suited for healthcare federated learning scenarios with HIPAA requirements and the need
for high diagnostic accuracy. Third, closing the non-IID performance gap by 34% compared to FedAvg is a
significant step toward realizing practical federated learning in heterogeneous settings [25].

5. CONCLUSION

In this paper, FedSSL is introduced as a federated self-supervised learning scheme to overcome the
statistical heterogeneity and gradient-based privacy concerns in distributed machine learning. FedSSL
combines local contrastive NT-Xent objectives, global prototype momentum distillation and Selective
Gradient Perturbation mechanism, and, under formal (¢, §)-differential privacy constraints, achieves strong
O(l/\/T) convergence, and also improves the non-IID performance gap by 34% compared to FedAvg.

FedSSL consistently outperforms all federated baselines that are privacy aware in five diverse
benchmark domains healthcare imaging, visual classification, activity recognition, and natural language
processing. With tight privacy budgets, the Fisher Information-guided noise concentration of the SGP
mechanism results in a +7.7% improvement in accuracy, while maintaining the same privacy control
parameter, € = 0.1, than uniform perturbation. At the same time, communication efficiency is enhanced, as
FedSSL reduces the number of rounds needed for achieving accuracy levels while staying within the target
range by as much as 45% less.

Some future research directions for further development include the following: (i) extending the
asynchronous cross-silo federation protocols with heterogeneous communication delay to the clients, (ii)
integrating local differential privacy and hybrid privacy preserving methods to remove the trust
requirement on the central aggregation server, (iii) multi-modal federated learning that combines medical
imaging with EHRs, and (iv) adaptive privacy budget allocation across rounds to optimize total privacy-
utility trade-off over the entire training trajectory.
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