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However, in fifth-generation (5G) and beyond networks, where 

mobile systems support non-communication applications and act 

as heterogeneous Internet of Things (IoT) environments, accurate 

forecasting is essential for proactive resource management, 

network slicing optimisation, and Quality of Service (QoS) 

assurance. However, the distributed and privacy-sensitive nature 

of IoT data limits centralised learning approaches. This paper 

proposes FedGraphNet, a federated learning (FL) framework 

integrating a spatio-temporal graph neural network (ST-GNN) 

with differential privacy (DP) for collaborative traffic prediction 

without sharing raw data among distributed IoT nodes. 

FedGraphNet introduces the Adaptive Graph Attention 

Aggregation (AGAA) module to dynamically construct adjacency 

matrices from partial network observations, addressing 

structural heterogeneity in real-world IoT deployments. A 

communication-efficient TopK-SVD gradient compression 

strategy reduces uplink overhead by 68.4% with less than 1.2% 

accuracy loss. A calibrated Gaussian mechanism ensures (ε=1.0, 

δ=10-5)-differential privacy during aggregation. Experiments on 

TaxiBJ21, Metr-LA, and PEMS-BAY datasets show that 

FedGraphNet reduces Mean Absolute Error (MAE) by 2.84, 3.11, 

and 1.96 respectively compared with six baselines, including 

FedAvg-GCN, Diffusion Convolutional Recurrent Neural Network 

(DCRNN), and Graph-WaveNet. The framework also reduces 

communication cost by 3.1× and accelerates convergence by 

54.4% over FedAvg-GCN. Notably, FedGraphNet with ε=1.0 DP 

outperforms the FedGNN baseline without privacy protection, 

indicating that calibrated noise injection can serve as an effective 

regulariser for non-independent and identically distributed (non-

IID) IoT traffic distributions. These results demonstrate the trade-

offs among spatio-temporal accuracy, communication efficiency, 

and formal privacy, validating FedGraphNet as a deployable 

solution for next-generation 5G IoT network management. 
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1. INTRODUCTION 
 

As the number of IOT devices is growing rapidly, they are driving an unprecedented increase of 

both heterogeneous network traffic, expected to grow to 79.4 zettabytes globally by 2025 [1]. In next 

generation 5G and Beyond 5G (B5G) deployments, accurate traffic forecasting is essential for proactive 

network management, enabling dynamic bandwidth allocation, congestion avoidance and QoS optimisation 

of the network [2]. However, IOT traffic has various spatio-temporal dependencies because of physical 

topology, mobility characteristics of devices, and the diversity in application types, which are all 

fundamentally insufficiently captured by the widely used time-series models like Autoregressive 

integrated moving average (ARIMA) and long short term memory (LSTM) [3]. 

Relational dependencies of networked systems can be captured successfully by Graph Neural 

Networks (GNNs) [4] and [5]. To capture the traffic as spatio-temporal graph signals, recent models such 

as DCRNN [6], Graph-WaveNet [7] and Attention-based Spatial-Temporal Graph Convolutional Networks 

(ASTGCN) [8] demonstrate impressive accuracy. However, these methods rely on the centralisation of data 

collection which is impractical in IOT applications where data privacy is paramount like in compliance with 

the General Data Protection Regulation (GDPR), the California Consumer Privacy Act (CCCA), and other 

domain-specific data location restrictions [9]. 

However, when moved out of the ropes, federated learning (FL) [10] still suffers from three 

important challenges for applications in GNN-based traffic forecasting: (i) graph heterogeneity different 

participating nodes may have partial or structurally different local graphs; (ii) uplink bandwidth limitation 

uploading dense gradient tensors from hundreds of IOT nodes consumes wide bandwidth in the uplink; 

and (iii) privacy amplification the gradient updates can be used to perform membership inference and 

model inversion attacks [11]. 

To tackle these challenges, this paper proposes FedGraphNet with the following key contributions: 

 We introduce: The first federated ST-GNN framework for heterogeneous IOT traffic forecasting with 

formal DP guarantees, called FedGraphNet. 

 AGAA Module: dynamic partial-topology graph aggregation for cross-silo knowledge transfer, without 

a common graph structure among the clients. 

 TopK-SVD Compression: rank-adaptive gradient sparsification which achieves a 68.4% reduction in 

the uplink cost at the cost of at most 1.2% drop in accuracy. 

 Comprehensive Evaluation: experiments on TaxiBJ21, Metr-LA and PEMS-BAY with multi-horizon, 

scalability, and convergence experiments performed on it and analyzed against 6 competitive 

baselines. 

The remainder of this paper is organised as follows. The literature of related work is summarized 

in Section 2. The problem formulation is given in section 3. The FedGraphNet architecture is detailed in 

Section 4. Experimental results and discussion are presented in Section 5. The paper ends with Section 6. 

 

2. RELATED WORK 
 

2.1 Spatio-Temporal Traffic Forecasting 

Initially the works for forecasting traffic were based on ARIMA [12] and VAR which assume linear 

spatial correlation across network topology. Deep sequential models such as LSTM [13] and GRU networks 

Copyright © 2025 The Author(s). This is an open access article distributed under the Creative Commons 

Attribution License, (http://creativecommons.org/licenses/by/4.0/) which permits unrestricted use, 

distribution, and reproduction in any medium, provided the original work is properly cited. 
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were introduced which enhanced the ability to model temporal features but completely neglected the 

topology in a road and communication network. Using Kipf and Welling's Graph Convolutional Network 

(GCN) [14] enabled spectral graph signal processing that was then expanded to traffic forecasting by 

Spatio-Temporal Graph Convolutional Network (STGCN) [15]. DCRNN [6] coupled diffusion convolution 

with the sequence-to-sequence learning; Graph-WaveNet [7] implemented adaptive adjacency matrices 

and obtained a state-of-the-art MAE of 2.69 on Metr-LA for centralised setting. All of these approaches 

however demand centralised access to the data and therefore cannot be used for IOT deployments in a 

distributed fashion. 

 

2.2 Federated Learning for Network Applications 

Collaborative model training is also possible with just gradient exchanges, as shown by McMahan 

[10] with the Federated Averaging (FedAvg) algorithm. FedProx [16] then suggested proximal 

regularisation to cope with the problem of the heterogeneous client systems and the non-IID data. FedDA 

[17] applied domain adaptation to cross-city mobility prediction in traffic applications, and FedGNN [18] 

extended federated learning to graph structured road networks. Importantly, none of the state of the art 

methods simultaneously consider graph heterogeneity, communication efficiency and formal differential 

privacy in IOT settings and FedGraphNet is tailored to those needs. 

 

2.3 Differential Privacy in Federated Learning 

The basic algorithm for DP deep learning, called DP-SGD, was originally developed by Abadi [19] 

and involves adding calibrated Gaussian noise to clipped per-sample gradients. At the client level, Geyer 

[20] have customized this mechanism for the federated setting. Local differential privacy [21] and shuffling 

mechanisms [22] further extended the privacy/utility spectrum by pre-processing the data before 

centralisation for greater privacy via data randomisation. Their employment to GNN gradient spaces, 

however, is still under-explored because sensitivities in the unique gradient space of GNNS are hard to be 

calibrated due to their high-dimensional and structured properties. To tackle this, FedGraphNet introduces 

a Gaussian noise with specific focus on the sensitivity of the graph attention to the AGAA module. 

 

3. METHODOLOGY 
 

3.1 Problem Formulation 

Let G = (V, E, X) denote a traffic network graph where V = {v₁,...,vN} is the set of N sensor nodes, E 

⊆ V×V is the edge set, and X ∈ ℝ^{N×T×F} is the feature matrix encoding T historical time steps and F 

features per node. Each federated client k maintains a local subgraph G(k) = (V(k), E(k), X(k)) with |V(k)| 

≪ N, representing a partial observation of the global topology. 

The objective is to learn a federated function f_θ: X → Ŷ where Ŷ ∈ ℝ^{N×H} predicts H future time 

steps, without sharing raw local data X^(k), and with (ε, δ)-differential privacy on the aggregated model 

parameters θ. The training loss is the Mean Absolute Error (MAE) defined as: 

𝐿(𝜃) = 𝑁1𝑛∑ℎ∑ ∣ 𝑦𝑛, ℎ − 𝑦^𝑛, ℎ ∣   (Equation 3) 

 

3.2 Adaptive Graph Attention Aggregation (AGAA) 

The AGAA module learns a node embedding-based attention score for each client to overcome 

graph heterogeneity, which will serve as the soft neighbor adjacency matrix A^(k) for each client. AGAA 

does not need to know the global topology of the scene, rather than taking in fixed adjacency matrices, it 

only takes locally available node embedding and sends only the deltas in the attention weights, keeping the 

structure private. The attention coefficient α_ij of nodes i and j is calculated as follows: 

𝐴 ∗ (𝑘) = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝐿𝑒𝑎𝑘𝑦𝑅𝑒𝐿𝑈(𝑎𝑇[𝑊 ⋅ ℎ𝑖 ∥ 𝑊 ⋅ ℎ𝑗]))(Equation 1) 

Where W is a learnable weight matrix, a is the attention vector, and ‖ denotes vector concatenation. 

The updated node representation h'ᵢ aggregates neighbourhood information weighted by these attention 

scores: 

ℎ𝑖′ = 𝜎𝑗 ∈ 𝑁(𝑖)∑𝛼𝑖𝑗 ⋅ 𝑊 ⋅ ℎ𝑗     (Equation 2) 
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The temporal component employs GRU networks with graph-conditioned state transitions, capturing time-

evolving traffic patterns across the dynamically constructed local adjacency structure: 

𝑍(𝑡) = 𝐺𝑅𝑈(𝑋(𝑡), 𝑍(𝑡 − 1); 𝛩𝐺𝑅𝑈, 𝐴 ∗)  (Equation 4) 

 

3.3 TopK-SVD Gradient Compression 

For communication round r, each client k computes a gradient tensor G^(k,r)∈Rd TopK-SVD 

performs rank-adaptive compression through three steps: (1) Singular Value Decomposition (SVD): G = 

UΣVᵀ is computed for the full gradient tensor; (2) Rank-K truncation: only the top-K singular values are 

retained, with K = ⌈d·ρᵣ⌉ where the compression ratio ρᵣ is scheduled by cosine annealing from ρ₀=0.5 to 

ρ_R=0.1 across R rounds; (3) Compressed transmission: the tuple (U_K, Σ_K, V_K) is transmitted, requiring 

O(K(m+n)) communication versus O(mn) for the uncompressed gradient. This cosine annealing schedule 

ensures aggressive compression in early rounds (when gradients are noisy) and finer updates near 

convergence. 

 

3.4 Differentially Private Gradient Aggregation 

The server applies the Gaussian mechanism to the aggregated gradient, providing formal (ε, δ)-

differential privacy guarantees. Each client gradient is first clipped to L₂-norm threshold C, then Gaussian 

noise calibrated to the sensitivity is added at the server: 

G̃_DP = G̃ + N(0, σ²C²·I),    σ = √(2·ln(1.25/δ)) / ε    (Equation 5) 

The privacy budget ε=1.0 with δ=10⁻⁵ is enforced using the moments accountant method, 

providing tight composition across R=50 federated rounds. A critical design choice is that noise is added at 

the server after gradient decompression, ensuring that the DP guarantee covers the reconstructed gradient 

rather than the compressed representation. 

 

3.5 FedGraphNet Training Procedure 

The entire FedGraphNet training process is summarised in Algorithm 1. In every global round r, 

the server sends the current model θʳ to a random subset S of clients. Every client builds its local adjacency 

matrix, performs E=5 local training epochs, clips this local gradient to a norm bound C=1.0, and compresses 

it by TopK-SVD with current compression ratio ρᵣ. The server de-randomizes the client gradients and then 

aggregates them, adds some DP noise and updates the global model. The process is repeated for R = 50 

iterations, using the decaying learning rate, η = 0.001, cosine to zero. 

 

4. RESULTS AND DISCUSSION 
 

4.1 Experimental Setup 

The results of FedGraphNet are reported on three popular public IOT traffic datasets: (1) TaxiBJ21 

[23]: 32,400 times steps of taxi GPS trajectories in Beijing divided into 15 IOT region clients; (2) Metr-LA 

[6]: 207 loop detector sensors in Los Angeles with 5 minutes time steps aggregated into 10 clients; (3) 

PEMS-BAY [6]: 325 California highway sensors divided into 12 clients. The window size is n=12 steps, and 

the prediction horizons are in set {3, 6, 12} steps. FedGraphNet is developed using PyTorch 2.1 and on an 

NVIDIA A100 80 GB GPU. The federated simulation is run with 50 global rounds, E=5 local epochs, learning 

rate η=0.001 with the cosine decay schedule, clipping bound C=1.0, noise multiplier σ=1.1 and compression 

K_top annealed from ⌈0.3d⌉ to ⌈0.1d⌉. Six baselines across the centralised and federated paradigms are 

investigated: ARIMA (classical statistical baseline); LSTM (sequential deep learning); DCRNN [6] 

(centralised graph neural network); Graph-WaveNet [7] (centralised adaptive GNN); FedAvg-GCN 

(federated vanilla GCN using FedAvg aggregation); and FedGNN [18] (federated GNN without DP or 

compression). Centralised methods are added as upper bound (privilege to all the data). 

 

4.2 Forecasting Performance Comparison 

FedGraphNet outperforms all the federated methods for all the three datasets at the prediction 

horizon, H=12 (as shown in Table 1) by achieving MAE of 2.84 on TaxiBJ21, 3.11 on Metr-LA, and 1.96 on 

https://journal.hmjournals.com/index.php/JAIMLNN
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PEMS-BAY. The proposed versions have achieved improvements of 32.1%, 16.8%, and 21.9% over the best 

contended federated baseline (FedGNN) on the respective datasets. By achieving a near-centralised 

accuracy in a privacy-respecting federated setting, FedGraphNet (MAE=1.96) is only just a little short of the 

upper bound of accuracy achieved by Graph-WaveNet centralised (MAE=1.95) on PEMS-BAY. Cost of 

communication is cut down to 0.316× of full gradient federated methods. 

 

Table 1. Forecasting Performance Comparison (MAE / RMSE) at H = 12 Steps across All Three Datasets 

Method 
TaxiBJ2

1 MAE 

TaxiBJ21 

RMSE 

Metr-LA 

MAE 

Metr-LA 

RMSE 

PEMS-

BAY 

MAE 

PEMS-

BAY 

RMSE 

Comm. 

Cost 

ARIMA 7.84 13.21 7.52 13.62 5.18 10.54 — 

LSTM 6.21 10.47 5.89 10.09 4.43 8.61 — 

DCRNN* 4.31 7.58 3.60 7.59 2.37 5.00 
Centralise

d 

Graph-

WaveNet* 
3.97 6.89 2.69 5.15 1.95 4.07 

Centralise

d 

FedAvg-GCN 5.62 9.14 4.88 8.73 3.21 6.44 1.0× 

FedGNN 4.19 7.33 3.74 7.18 2.51 5.23 1.0× 

FedGraphNet 

(Ours) 
2.84 5.42 3.11 6.03 1.96 4.12 0.316× 

*Centralised methods have privileged access to all data included as reference upper bounds. Best federated 

result in bold. 

 

4.3 Ablation Study 

A comparison of the AGAA module with the approach of using a static adjacency matrix was 

conducted, and as shown in Table 2, such removal led to a drop in performance of +0.81 (from 3.11 to 3.92) 

on Metr-LA, validating the importance of dynamic graph adaptation to performance. Also the TopK-SVD 

removal does little harm to the accuracy (+0.03 MAE) but increases the communication cost 3.1×, a 

favourable trade-off between compression and accuracy. The −0.04 MAE loss for DP noise removal of all 

formal privacy guarantees verifies that well-calibrated noise comes at minimal utility cost. The ablation 

(when both AGAA and TopK-SVD are removed) leads to the severest degradation showing multiplicative 

synergy of the two components, with the ablation when both are removed being so bad that the MAE=4.73. 

 

Table 2. Ablation Study on Metr-LA (H = 12) Contribution of Each FedGraphNet Module 

Configuration MAE ↓ RMSE ↓ 
MAPE (%) 

↓ 

Comm. 

Ratio ↓ 
DP Budget ε 

Full FedGraphNet 3.11 6.03 8.24 0.316× 1.0 

w/o AGAA (static adj.) 3.92 7.41 10.61 0.316× 1.0 

w/o TopK-SVD 3.08 5.98 8.19 1.000× 1.0 

w/o DP Noise 3.07 5.95 8.15 0.316× ∞ 

w/o AGAA + TopK-SVD 4.73 8.92 12.87 1.000× 1.0 

Full FedGraphNet (row 1) is the proposed method. Best results highlighted in bold. 

 

4.4 Multi-Horizon Prediction Performance 

Table 3 further compares the prediction performances over the three prediction horizons (H = 3, 

6, 12 steps) on Metr-LA and PEMS-BAY. The FedGraphNet consistently outperforms all approaches, with 

average rank 1.0 in all conditions. An increasing gap between the MAE for H=12 and H=3 indicates that 

larger spatio-temporal neighborhoods are more critical for higher horizons and simpler models will incur 

steeper losses in performance as the horizon increases. Importantly, when H=3 FedGraphNet can match 

the centralised performance of Graph-WaveNet (MAE=2.24) while each client observes a partial graph 

topology, with FedGraphNet's observed performance MAE=2.31. 
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Table 3. Multi-Horizon Performance MAE across H = 3, 6, 12 Steps (Metr-LA and PEMS-BAY) 

Method Metr H=3 Metr H=6 
Metr 

H=12 

BAY 

H=3 

BAY 

H=6 

BAY 

H=12 

Avg. 

Rank 

ARIMA 4.15 5.78 7.52 3.62 4.24 5.18 7.0 

LSTM 3.49 4.68 5.89 2.98 3.51 4.43 6.0 

DCRNN* 2.77 3.15 3.60 1.38 1.74 2.37 3.0 

Graph-

WaveNet* 
2.24 2.48 2.69 1.26 1.58 1.95 2.3 

FedAvg-GCN 3.38 4.11 4.88 2.15 2.67 3.21 5.0 

FedGNN 2.91 3.31 3.74 1.74 2.12 2.51 4.0 

FedGraphNet 

(Ours) 
2.31 2.68 3.11 1.43 1.68 1.96 1.0 

*Centralised reference only. Average rank computed over all horizons and datasets. 

 

4.5 Privacy-Utility Trade-off 

As illustrated in Figure 1, FedGraphNet maintains MAE below 3.5 for ε ≥ 1.0 across the evaluated 

DP budget range ε ∈ {0.1, 0.5, 1.0, 2.0, 5.0, ∞} on Metr-LA. When the privacy budget is lower (ε=0.1), MAE 

drops to 4.21, which is sufficiently low and still competitive with FedAvg-GCN that takes no privacy 

protections (MAE=4.88). The first finding is perhaps counterintuitive, but we did find that FedGraphNet 

with ε=1.0 (MAE=3.11) performed better than FedGNN without any DP guarantees (MAE=3.74). The 

presence of injected Gaussian noise as a regulariser for preventing over-fitting to local non-IID traffic 

distributions can explain this observation, which is supported by the FL regularisation literature [24]. 

 

 
Figure 1. Privacy-Utility Trade-off on Metr-LA (H = 12) 

 

Figure 1 MAE-ε privacy-utility trade-off on Metr-LA (H=12) achieved by FedGraphNet. The dashed 

horizontal lines correspond to FedAvg-GCN (MAE=4.88) and FedGNN (MAE=3.74) that do not provide DP 

guarantees. The results show that FedGraphNet (ε=1.0) outperforms FedGNN, which shows the utility of 

well calibrated DP noise as a good regulariser. 

4.6 Communication Efficiency 

To compare the per-round up link communication cost and convergence rounds for different 

methods in Metr-LA with K=10 clients, let’s take look at Table 4. Compared to full-gradient compression 
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methods, FedGraphNet's TopK-SVD compression can save up to 3.17× to reduce the uplink volume from 

42.8 MB to 13.5 MB per round. Moreover, FedGraphNet achieves convergence within 31 rounds while 

FedGNN and FedAvg-GCN require 50 and 68 rounds, respectively. The total communication saving of 

FedGraphNet (uplink MB * rounds to convergence) is 418.5 MB vs. FedGNN's 2,140.0 MB, an 85.6% 

reduction as FedGraphNet also achieves superior prediction accuracy. 

 

Table 4. Communication Efficiency Analysis Metr-LA, K = 10 Clients 

Method 
Upload/Round 

(MB) 

Rounds 

to Conv. 

Total Upload 

(MB) 

Savings vs. 

FedGNN 

Final 

MAE 

Comm. 

Ratio 

FedAvg-GCN 42.8 68 2,910.4 0% 4.88 1.0× 

FedGNN 42.8 50 2,140.0 26.5% 3.74 1.0× 

FedGraphNet (Ours) 13.5 31 418.5 85.6% 3.11 0.316× 

Convergence defined as the round where validation MAE improvement falls below 0.01 for 5 consecutive 

rounds. 

 

4.7 Node-Count Scalability 

The scalability of FedGraphNet for varying number of federated IOT clients K (from 5 to 50) is 

assessed by Figure 2 and Table 5. FedGraphNet degrades gracefully with K up to 50 as shown in the results, 

while FedAvg-GCN degrades significantly from K=5 to 50. What makes such robustness possible is the local 

topology adaptation from the AGAA module - despite the fact that each client sees an average of ~4 sensors 

in the 207-node graph of Metr-LA (at K=50), both local adjacency matrices are informative enough that 

after federating with each other, they can recover near-global spatio-temporal patterns. 

 

Table 5. Scalability with Number of Federated Clients K Metr-LA (H = 12) 

K 

Clients 

FedGraphNet 

MAE 

FedGraphNet 

RMSE 

FedAvg-

GCN MAE 

MARL-

IndPPO 

Comm./Round 

(MB) 
Rounds 

DP 

ε 

5 2.97 5.71 4.62 4.91 6.8 28 1.0 

10 3.11 6.03 4.88 5.24 13.5 31 1.0 

20 3.22 6.29 5.14 5.71 27.0 36 1.0 

30 3.31 6.48 5.49 6.02 40.5 41 1.0 

50 3.44 6.74 6.18 6.87 67.5 48 1.0 

 

FedGraphNet maintains competitive MAE even at K=50 clients (each seeing approximately 4 of 

207 Metr-LA sensors) due to AGAA's local topology adaptation. 

 

 
Figure 2. Scalability Plot MAE vs. Number of Clients K (Metr-LA, H=12) 
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Figure 2 Scalability Analysis (K number of federated clients, H=12): MAE (scalability of Metr-LA). 

FedGraphNet (solid line) seems to degrade gracefully between K=5 (MAE=2.97) and K=50 (MAE=3.44), 

FedAvg-GCN (dashed line) degrades drastically between K=5 (MAE=4.62) and K=50 (MAE=6.18). 

 

4.8 Convergence Speed Analysis 

Convergence metrics of the different federated training on Metr-LA is shown in Table 6. The 

number of rounds used by FedGraphNet is 31, which is 54.4% less than the rounds needed by FedAvg-GCN 

(68 rounds) and 38.0% less than FedGNN (50 rounds). Though FedGraphNet is subject to more 

computation per round (23.6 seconds, including AGAA attention computation, versus 18.4 seconds for 

FedAvg-GCN), the drastically reduced number of rounds means a total training time of just 12.2 minutes, 

1.71× wall-clock speed-up. The quicker convergence can be attributed to the better initial quality of graphs 

in AGAA, which offers informative gradient signals already in the first round of federations, and to the 

implicit regularisation through low-rank approximation of the gradients by TopK-SVD. 

 

Table 6. Convergence Analysis Rounds to Convergence, Compute Time, and Final Accuracy on Metr-LA 

Method 
Conv. 

Rounds 

Time/Round 

(s) 

Total Time 

(min) 
Final MAE 

Final 

RMSE 

Speed-

up 

FedAvg-GCN 68 18.4 20.9 4.88 8.73 1.0× 

FedGNN 50 21.2 17.7 3.74 7.18 1.18× 

FedGraphNet 

(Ours) 
31 23.6 12.2 3.11 6.03 1.71× 

 

Time/Round features in-line local training (E=5 epoches), compression and server aggregation. 

FedGraphNet speeds up FedAvg-GCN by 1.71×. 

 

4.9 FedGraphNet Architecture Overview 

As shown in Figure 3, FedGraphNet is composed of K distributed IOT clients, consisting of an AGAA 

encoder, a GRU temporal module, a TopK-SVD compressor, and a DP gradient clipper. Compressed clipping 

gradients are sent to the central aggregation server that decompresses and averages the gradients, adds 

the gaussian DP noise and returns the updated global model θ_global to clients. 

 

 
Figure 3. FedGraphNet System Architecture 

 

Figure 3 FedGraphNet system architecture: Each of the K IOT clients construct its own local AGAA 

adjacency matrices, encode spatio-temporal signals with GRU, compress data gradients using TopK-SVD 
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and perform DP gradient clipping; the server performs federated aggregation. Compressed gradient upload 

(Orange arrows) and model broadcast (green dashed arrows). 

 

5. CONCLUSION 
 

In this paper, FedGraphNet, a federated spatio-temporal graph neural network framework for 

privacy-preserving IOT traffic forecasting was presented. FedGraphNet improves the state-of-the-art 

federated performance by jointly tackling graph heterogeneity using the AGAA module, communication 

overload using TopK-SVD gradient compression, and formal privacy requirements using calibrated 

Gaussian differential privacy across TaxiBJ21, Metr-LA and PEMS-BAY benchmarks. 

The following three key findings have been established based on extensive experimental results. 

First, the dynamic local topology building, proposed as a key feature of the AGAA module, is the main 

element that improves the accuracy of the prediction, allowing to transfer the knowledge from one silo to 

another without demanding some a priori topological structure alignment of the heterogeneous IOT clients. 

Second, TopK-SVD compression with Cosine-annealed Rank Scheduling delivers an 85.6% communication 

saving overall compared to FedGNN, and a convergence speed up of 38.0% compared to FedGNN. Third, 

when DP noise is well calibrated (ε=1.0), it can provide positive regularization for non-IID data 

distributions, and FedGraphNet with such calibrated DP noise outperforms the privacy-free FedGNN 

baseline. 

The main disadvantage of this model is the fact that communication is assumed to be synchronous 

in all clients, which is not true for large-scale IOT deployments where the latency times can vary. Future 

efforts will focus on applying FedGraphNet to the asynchronous federated learning scenario [25] and 

exploring its use in the satellite-terrestrial integrated IOT networks featuring significant number of latency 

variations. Furthermore, it is interesting to study the potential of studying customised variants of federated 

learning and the adaptive allocation of privacy budgets. 
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