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1. INTRODUCTION

In the age of digital transformation, where the physical and digital worlds converge, cyber-physical
systems (CPS) have become integral to our daily lives. Such systems comprising sensors, actuators,
connectivity, and computational capabilities are critical to diverse applications ranging from healthcare,
smart cities, and manufacturing, to transportation [1]. With the continued development of CPS, maintaining
privacy for all parties in CPS (including users) is becoming increasingly important. We address in this
paper the importance of secure data for the CPS environment and for the importance of preserving privacy
of sensitive data and personal information in a data driven inter connected world.

Siginifacnt security and privacy technologies for modern Cyber-Physical Systems (CPS) in
healthcare [2], [3]. Post-quantum cryptography employs lattice-based and homomorphic encryption to
protect against quantum attacks, with platforms like Microsoft Azure enabling encrypted data analysis
without decryption.

Zero-Trust Architecture uses continuous authentication and behavioral analysis to reduce
unauthorized access by 60%, as demonstrated by Google's BeyondCorp system. Federated Learning
enables decentralized model training while maintaining data locality, with platforms like Owkin achieving
95% precision in cancer detection while ensuring GDPR compliance through differential privacy. Secure
Hardware Enclaves like Intel SGX create isolated computing environments, reducing attack vectors by 70%
for real-time medical data processing.

Blockchain technology through Hyperledger Fabric provides tamper-proof audit trails for HIPAA

compliance. Edge-based anonymization applies k-anonymity and differential privacy at collection points to

prevent re-identification.

Adaptive privacy policies enable emergency access through context-aware systems like EPIC,
balancing privacy with urgent medical needs. Cyber-physical systems are defined by the tight connection
between physical processes and computing systems. They provide an opportunity for real-time data
acquisition, processing, and control, which translates into efficient automation and alos making informed
decisions.Due to the heterogeneous nature of data in the CPS ecosystem, privacy of sensitive data is difficult
to be maintained.The sensors collect huge amount of private data and therefor the possibility of leakage of
data is also proportional to the amount of data collected. Ensuring privacy preservation for each of these
entities is essential [4].

1. Personal Data Protection: Users' personal data, such as health information, location data, and lifestyle
choices, are often collected and processed within CPS. Ensuring their privacy is critical to protect
against identity theft and misuse of personal information.

2. People gain autonomy through privacy because they preserve control over their data. The right of
control over data collection as well as data sharing and usage must belong to users.

3. Trustlevels among users protect privacy which leads to their acceptance of CPS technologies because
they feel secure using them.

Importance for Stakeholders [5]
1. These organizations consist of both device manufacturers together with service providers who bear

the responsibility for data collection as well as management. Privacy protection stands as an absolute
necessity because it keeps the trust of customers while fulfilling data protection regulations.

2. The enforcement of privacy principles depends on regulatory bodies acting under their official
authority. These entities must supervise CPS providers so they follow legal guidelines as well as protect
both user privacy and their information.
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3. The job of Cybersecurity experts as security professionals involves protecting CPS infrastructure
against potential attacks. Privacy assurance stands as an essential concern in cybersecurity because
system breaches result in both data breaches and system vulnerabilities.

4. CPS protection of privacy extends beyond personal users and reaches across society at every level. The
consequences of privacy violations spread beyond personal losses because they impact settled
communities as well as infrastructure systems and public trust networks.

Privacy Preservation Strategies
Several methods should be used to solve privacy issues and protect the privacy of CPS ecosystem

stakeholders and users [6], [7].

1. The system collects only essential data needed for functions so as to limit exposure of sensitive
material.

2. The system must employ advanced encryption techniques which will protect data moving through the
network along with protecting stored data from unauthorized access.

3. When possible researchers and data scientists must anonymize their data records through
Anonymization and Pseudonymization techniques to keep individual identities protected yet allow
data analysis to proceed.

4. You should establish detailed protocols for access authorization alongside secure authentication
procedures to limit the access rights of unauthorized personnel who want to view sensitive files.

5. Privacy by Design: Incorporate privacy considerations into the design and development of CPS from
the outset, rather than as an afterthought.

6. Organizations should perform Privacy Impact Assessments to detect privacy-related challenges in CPS
developments along with methods to handle these issues.

Benefits of Privacy Preservation
The protection of privacy throughout the CPS environment yields several advantageous

consequences [7].

1. The protection of user privacy stimulates higher adoption rates from users for CPS technologies.

2. Privacy protection in data allows organizations to fulfill their legal requirements thus protecting them
from non-compliance penalties and punitive actions.

3. Data breaches become less likely when robust privacy measures are established thus businesses avoid
substantial financial costs together with damage to their reputation.

4. The practice of privacy preservation reflects both ethical principles that protect individual rights to data
privacy and security.

5. Organizations committed to privacy foster innovation across the CPS domain through trust and service
and technology development.

2. RELATED WORK

In below table, Table 1 summarizes privacy-aware design aspects for a cyber-physical system
(CPS), along with their benefits and limitations [8], [9].

These design aspects are essential for ensuring privacy in a cyber-physical system. The benefits
they offer include enhanced security, user trust, compliance with regulations, and ethical considerations.

Table 1. Taxanomy of Privacy Aware Design Aspects

Sr. Privacy-Aware . L.
. Benefits Limitations
No. Design Aspects
. . o The CPS becomes less functional
L Data collection is limited to
Data Minimization . . . . and less wuseful when data
1 sensitive information  which L . )
accessibility is restricted because it
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decreases both data breach risks | reduces available analytics
and improper entry points. capacities.
Packing data with encryption
The encryption system defends & P
S causes systems to operate at
data while it moves between
) . . reduced speed.The management of
Encryption systems and while data remains ) )
2 . encryption keys along with
stored on servers thus maintaining o,
. certificates proves to be a
privacy. .
complicated process.
Makes sure that only valid users or | Access control policy management
devices can access private dataand | and managing the user/device
3 Access Control perform specific actions, | permissions can be difficult and
safeguarding against unauthorized | may lead to administrative
access. challenges.
Performin complete
Data  analysis and  utility ] g. p i
. ) o anonymization on data can harm its
L. capabilities exist within an . ] .
Anonymization/P | . , , functionality for particular
. information security system that L )
4 seudonymization : . ) applications without easy methods
protects user identities along with i )
L , to find the right balance between
sensitive information. .
privacy and useful data.
The establishment of this design
requires supplemental resources
The initial system design | and expert knowledge for both
) , integrates privacy elements to | phases. Implementin rivac
Privacy by Design g. p y , p , p . & P y
5 establish privacy as an essential | solutions to existing systems
operational element. proves to be more difficult than
integrating them during new
system development.
CPS projects benefit from this ) o
. . ) The operationalization of
) method which identifies privacy ,
Privacy  Impact | . ) . assessments demands extensive
risks along with related solutions | )
6 Assessments , time commitments from a
for strengthened protection of . .
) ) potentially technical staff.
personal information.
The approach allows users to gain | Managing user consent together
Consent insight into data collection | with obtaining their agreement
i practices which results in better | requires complicated operational
7 Mechanisms .
trust as well as enhanced | procedures that might decrease
transparency. user interface quality.
Users face difficulties
understandin length and
The system explicitly shows its 'g' gty .
, complex policies because of their
) L data protection measures and . o .
Privacy  Policies ) i complexity. Organizations might
) communicates user rights as well , .
8 and Education N need to dedicate additional
as stakeholder responsibilities )
) , i resources when ensuring user
through informational material. , .
compliance and running
educational programs.

Role of Privacy-Preserving Design Aspects for Cyber-Physical Systems (CPS) in Medical IoT

Medical IoT Cyber-Physical Systems require sophisticated privacy mechanisms to protect sensitive
health data while maintaining real-time operational capabilities. Seven key approaches address these

challenges [10], [11], [12].
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Post-Quantum Cryptography: replaces vulnerable AES encryption with lattice-based and homomorphic
systems, enabling encrypted data analysis without decryption through platforms like Microsoft Azure
Confidential Computing.

Zero-Trust Architecture: employs continuous authentication and behavioral analysis to combat insider
threats, with Google's BeyondCorp reducing unauthorized access by 60%.

Federated Learning: allows decentralized model training while keeping data local, with Owkin achieving
95% cancer detection accuracy through differential privacy protection.

Secure Hardware Enclaves: like Intel SGX create isolated computing environments, reducing attack
vectors by 70% for real-time ECG analysis.

Blockchain Technology: via Hyperledger Fabric ensures tamper-proof audit trails for HIPAA compliance
through smart contracts.

Edge-Based Anonymization: applies k-anonymity and differential privacy at collection points to prevent
subject re-identification.

Adaptive Privacy Policies: enable emergency access through context-aware systems, balancing privacy
with critical medical needs.

3. METHODOLOGY

3.1. Dynamic Authorization

A dynamic authorization system for cyber-physical systems requires ten structured components
to execute context-aware access control policies [13], [14].

The Policy Engine serves as the core evaluation system, conducting real-time policy assessments
and making flexible adjustments based on current operational conditions. Context Awareness components
continuously collect environmental data, user interactions, and device status through secure transmission
protocols. A centralized Policy Repository stores all access control policies organized by resource types,
user roles, locations, and attributes. Real-time Evaluation performs continuous checks between access
requests, applicable policies, and current situational context, triggering re-evaluation when conditions
change. Machine Learning and Al algorithms support unbiased decision-making, enable dynamic policy
adjustments, and monitor emerging privacy threats. Comprehensive Logging and Auditing maintains
detailed records of access requests, evaluations, and authorization decisions for regular performance
verification [15].

User and Device Authentication integrates multi-factor authentication mechanisms to ensure
legitimate access requests. Response Mechanisms handle both approval and denial processes, including
alarm activation and user notifications. Fine-Grained Control enables administrators to define specific
resource and action permissions based on current scenarios [16]. Finally, Redundancy and Fail-Safe
Measures prevent unauthorized access during system outages or security failures, ensuring continuous
protection of critical cyber-physical system resources. In Table 2, the various design principles with ther
inherent merits are represented along with an example and degree of privacy achieved [17], [18], [19].

Table 2. Privacy Design Aspects with their Merits

Aspect Merit Suitable Example Degree of Privacy
An  e-healthcare  system
Supports flexible, real-time i ) 4
) : - dynamically changing the :
Policy Engine | decisions for access control . High
: . access to patient records
based on dynamic conditions. . .
during emergencies.
Context Improves decision accuracy by | A smart home not allowing
considering real-time | door access when suspicious | Medium
Awareness . C
environmental data. activity is detected.
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, A cloud-based repository
) Centralized management of .
Policy . i saving role-based access i
) policies for consistency and . High
Repository policies for a corporate
easy updates.
network.
Revokin ermissions  to
) Makes sure that access & P .
Real-time o . access the secure facility .
) decisions adapt to changing ” | High
Evaluation . , ) when an employee badge is
conditions in real time.
reported lost.
Detecting abnormal access
Machine Enhances threat prediction and & ) .
. . . ) patterns and blocking | Medium
Learning & Al | adaptive policy adjustments. L )
potential intrusions.
Recording all access attempts
Logging and | Provides accountability and -g ) P ,
i , to a financial database for | High
Auditing helps detect security breaches. , )
compliance audits.
: Prevents unauthorized access | Biometric + OTP
User/Device . . . . .
L through strong identity | authentication for accessing a | High
Authentication e o
verification. military control system.
Response Ensures appropriate actions | Locking down a server room
p ) (e.g., alerts) when access is | and alerting security upon | High
Mechanisms . .
granted/denied. unauthorized entry.
Allows recise access | A factor worker  onl
Fine-Grained L P . . Y . y .
Control restrictions (e.g., time-bound | accessing machinery relevant | High
or action-specific). to their current shift.
Backu authentication
Redundancy & | Prevents unauthorized access P ) ) )
. . . servers taking over if the | High
Fail-Safe during system failures. . i
primary system fails.

Privacy Considerations

High Privacy: Ensures strict access control, minimal exposure of sensitive data (e.g., authentication logs,
policy enforcement) [20].

Medium Privacy: Involves some data collection (e.g., behavioral patterns) but with safeguards.

Low Privacy: Rare in this system, as most components are designed to enhance security and privacy.

The proposed design ensures secure, adaptive, and privacy-preserving access control in cyber-physical
systems.

3.2. End to End Security

Providing end to end security for cyber physical systems requires maintaining protection
throughout the system including sensor devices and actuators plus entire central control and management
components [21].

3.3. Enrolment and Authentication APIs

API enrollment and authentication in cyber-physical systems involves defining access permissions
for edge devices and users. The process includes secure registration with user credentials and device
identifiers, implementing multi-factor authentication (MFA) for users and certificate/key verification for
devices [22]. Token management reduces re-authentication through periodic refresh cycles. Complete
activity logging ensures security and regulatory compliance. The system supports complex password
policies, SSO integration with external providers like OAuth, regular security assessments, and
comprehensive documentation for best practices guidance [23].

3.4. Distributed Authorization
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Distributed authorization in cyber-physical systems enhances cybersecurity by distributing
decision-making authority across system components to reduce unauthorized access risks. The framework
utilizes Role-Based Access Control (RBAC) to establish distinct permission levels for users, devices, and
components based on their functions [24]. Individual devices maintain autonomous policy control through
central servers or blockchain ledgers, enabling local verification of access requests and real-time
authorization decisions without central authority dependence. The system incorporates backup
mechanisms for critical security functions, secure encrypted connections between components, and
authentication systems to prevent cyber attacks while maintaining compliance with industry standards
and legal requirements for CPS authorization functions [25].

3.5. Interoperable Privacy Profiles

Privacy profiles across various components and systems inside a cyber-physical system must have
an interoperable mechanism designed for them to establish standardized and consistent privacy practices
[26]. This mechanism presents a standardized framework to manage privacy-related items according to
Figure 1.

Privacy Profile Management in Cyber-Physical Systems

e o
\ Hﬂ" Regular
T Updates and
Compliance
Monitoring

adaptability,

Figure 1. Privacy Profile Management in CPS

Interoperable privacy profiles in cyber-physical systems provide standardized privacy protection
through role-specific settings and automated configuration during device onboarding. The framework
includes profile repositories, granular consent management, mandatory encryption protocols, and access
control policies [27]. It incorporates compliance monitoring, regulatory versioning, third-party integration,
and privacy-by-design principles, ensuring comprehensive user-centric protection while maintaining
system interoperability [28].

4. RESULTS AND DISCUSSION

The dataset is designed to simulate the impact of privacy profiles on various aspects of cyber-
physical systems (CPS), covering privacy adoption, and enforcement, compliance, and security incidents.
Table 3 shows the key attributes used in the dataset which can be applied for the proposed privacy design

principles.
Table 3. Dataset Attributes
Attribute Name Functionality Values
Unique identifier = for CPS | Alphanumeric ID (e.g,
C tID
ormponent. components CPS001, USR045)
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applied

Specifies the type of CPS User, Device, Sensor,
Component_Type p yp Actuator, Third-Party
component .
Service
) ) . Indicates if a privacy profile is
Privacy_Profile_Applied 1=Yes, 0=No

Privacy_Profile_Adoption_Rate
(%)

Percentage of system components
with applied privacy profiles

0% - 100%

Data_Sharing_Volume (MB)

Volume of data shared before and
after privacy profile enforcement

0 - 1000 MB (or more,
depending on system size)

Consent_Type

Specifies  the consent

preference

user

Full,Partial, None

Unauthorized_Access_Attempts

Number of unauthorized access
attempts detected

Integer (e.g. 5, 20, 45)

Privacy_Enforcement_Rate (%)

Effectiveness of privacy profile
enforcement over time

0% -100%

Encryption_Type

Encryption or
method used

anonymization

AES, Homomorphic,
Differential Privacy

Privacy_Score (0-100)

Privacy protection effectiveness
score

0-100

Compatibility_Score (%)

Compatibility level of privacy
policies across CPS components

Fully Compatible, Partially
Compatible, Incompatible

Privacy_Profile_Updates

Number of privacy profile updates
over time

Integer (e.g., 2, 5, 10)

Time_Period (Weeks/Months)

Time intervals used for tracking
trends

Days, Weeks, Months, Years

Privacy_Violations

Number of privacy violations
detected per time period

Integer (e.g., 10, 25, 50)

Third_Party_Integration

Integration level with third-party
privacy standards

Fully Integrated, Partially
Integrated, Not Integrated

Security_Incidents

Number of security incidents

before and after privacy-by-design

Integer (e.g., 5, 18, 45)

The below results demonstrate the impact and effectiveness of interoperable privacy profiles in a

cyber-physical system (CPS).

1. Privacy Profile Adoption Across System Components

100

Privacy Profile Adoption Across CPS Components

Privacy Profile Adoption Rate (%)

65%

Devices Sensors Actuators
System Components

Third-Party Services

Figure 2. Privacy Profile Adoption Across CPS Components
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The bar chart in Figure 2 illustrates the privacy profile adoption rates across various CPS
components. The graph reveals that users have the highest adoption rate at 85%, indicating strong privacy
enforcement. Devices, Sensors, and Actuators show moderate adoption rates (70%, 65%, and 75%,
respectively), highlighting reasonable privacy compliance. Third-Party Services have the lowest adoption
rate at 40%, potentially indicating a privacy vulnerability or lack of enforcement in external integrations.

2. Impact of Privacy Profiles on Data Sharing Reduction

Impact of Privacy Profiles on Data Sharing Reduction Over Time

160 | —®= Pre-Privacy Profile
—&— Post-Privacy Profile

140 4

120

100

80

Data Sharing Volume (MB)

60

Wieek 1 Week 2 Week 3 Week 4 Week 5 Week 6 \Week 7 Week &
Time {Weeks)

Figure 3. Impact of Privacy Profiles on Data Sharing Over Time

The line chart in Figure 3 shows that pre-privacy profile implementation, data sharing volume
increased to 160 MB by Week 8, indicating excessive exchange. Post-implementation, it significantly
dropped to 45 MB, reflecting improved privacy enforcement, data minimization, and consistent protection.

3. Consent Preference Distribution

The pie chart in Figure 4 illustrates the distribution of user privacy preferences through consent
management. The chart shows 45% of users prefer partial consent, indicating a desire for granular privacy
control. 35% grant full consent, suggesting trust or low privacy awareness, while 20% deny consent,
reflecting privacy concerns. This highlights the need for flexible privacy settings [29].

User Privacy Preferences: Consent Distribution

No Consent

45.0%

Partial Consent

Full Consent

Figure 4. User Privacy Preferences
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4. Privacy Profile Enforcement vs. Unauthorized Access Attempts

Privacy Profile Enforcement vs. Unauthorized Access Attempts

ment Rate
Atte

ed Access

vacy Profile Enforce

Pri

Day1 Day2 Day3 Doy 4 Dy 5 Day6 0y 7
Time (Days)

Figure 5. Relation between Privacy Profile Enforcement and Unauthorized Access

The line chart in Figure 5 shows that as privacy profile enforcement increases from 60% to 90%,
unauthorized access attempts drop from 50 to 20, demonstrating that stronger privacy measures reduce
breaches, enhancing overall system security and access control effectiveness.

5. Privacy Profile Versioning and Update Frequency

Frequency of Privacy Profile Updates Over Time

94 =& Privacy Profile Updates

o o — @
r rt N a

Number of Privacy Profile Updates
s
:

}‘;n Feb M:ar for May Jun ]&I A\}g Sep 0;:1 N&v Dec
Time (Months)

Figure 6. Frequency of Privacy Profile Updates over Time
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The line chart in Figure 6 shows frequent privacy profile updates in July (8) and September (9),
reflecting proactive compliance. Low updates in March (2) and August (3) suggest gaps, risking out-dated
privacy settings and potential vulnerabilities.

6. Compliance Monitoring: Privacy Violations over Time

Privacy Violations Pre- and Post-Privacy Profile Enforcement

50 Pre-Enforcement
] . Post-Enforcer

Number of Privacy Violations

AR R RS RN IO

RO I I

P P PP G g S N S S .

DA A g S
Time (Weeks)

Figure 7. Privacy Violations Profile Enforcements

The area chart in Figure 7 shows that pre-enforcement, privacy violations gradually drop from 50
to 12 by Week 20. Post-enforcement, incidents significantly decrease to 1, highlighting enhanced
compliance, stronger privacy controls, and improved system security.

7. Privacy by Design Impact on Security Incidents

Impact of Privacy-by-Design on Security Incidents

4 ~~ Pre-implementation Incidents
=&~ Post-Implementation Incidents

Number of Security Incidents
o

Jan feb Mar Apr May Jun Jul Aug sep oct Nov Dec
Time (Months)

Figure 8. Impact of Privacy by Design on Security Incidents

The line chart in Figure 8 shows that pre-implementation, security incidents drop slowly from 45
to 18. Post-implementation, incidents significantly decline from 18 to 5, highlighting enhanced privacy
controls, stronger compliance, and improved protection against security threats [30].

Future Directions

Privacy design research in cyber-physical systems faces six critical challenges [31], [32].
Contextual Privacy Preservation requires developing adaptive recommendations that protect sensitive
information in dynamic, context-aware environments. Decentralized Systems demand consistent privacy
enforcement across distributed components with effective policy management.

IoT and Sensor Privacy addresses protection of vast data streams from numerous connected
devices while preserving user privacy. Interoperability and Standardization focuses on creating
harmonized privacy practices that work seamlessly across diverse platforms and devices.

Regulatory Compliance ensures adherence to privacy regulations like GDPR and CCPA while
maintaining system functionality. Scalability and Real-time Processing explores maintaining privacy
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protection as systems expand and handle high-speed data flows. Addressing these challenges is essential
for developing effective privacy design recommendations that protect user data, ensure regulatory
compliance, and accommodate the unique characteristics of cyber-physical systems' complex, evolving
nature.

5. CONCLUSION

This study explores privacy design recommendations for cyber-physical systems, which integrate
digital and physical worlds. Traditional security approaches are insufficient for these dynamic systems that
require real-time protection of sensitive data and operational integrity.Key recommendations include:
dynamic authorization for real-time access control that adapts to changing contexts; end-to-end security
protecting data throughout its lifecycle; robust enrollment and authentication APIs for identity verification;
distributed authorization to reduce central authority vulnerabilities; decentralized authentication using
blockchain technology; interoperable privacy profiles for seamless system integration; and secure
environment abstraction to shield physical components.These novel perspectives address the evolving
threat landscape and emphasize continuous adaptation and innovation. They provide a foundational
framework for building resilient cyber-physical ecosystems that safeguard data, users, and critical
infrastructure, serving as a roadmap for secure digital-physical integration as technology advances.
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